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ABSTRACT

Since the launch of the first online social netwogkwebsiteUSENET[Usenet] in
1979, we have seen a dramatic increase of onliclswetworks in recent years
that allow users to discover, extend, manage, anerdge their personal as well
as professional networks online. Business-orientdohe social networkinkedIn
[linkedIn] adds more than ten new members everyuteifReid and Gray, 2007];
while MySpacgdMySpace] with 47.3 million members since its labnn January
2004, adds more than one hundred and fifty new reemlevery minute
[Kawamoto & Sandoval].

Like most new technologies, such a young and exgitinline social networking

phenomena with rapidly growing communities welcommesvation.

Trust, with broad definitions and concepts, somehawarks mysteriously. For
many years, in various disciplines such as psydylphilosophy and sociology,
we have tried to understand what trust means andthoorks.

Described [Shneiderman, 2000], as “ancient socalitions were designed to
elicit trust during uncertain encounters, handsimgkiemonstrated the absence of
weapons; clinking of glasses evolved from pouringeaback and forth to prove it
was not poisoned”, what can users of online sa@élorks depend upon?

We must facilitate trust into online social netwiokkwebsites, in order to provide
users with the necessary tools and much desiregddre to express their
subjective views of trust just like in the offlimeorid.

This thesis reviews the state of the art in trust sust mechanisms employed in
online social networks, applies a multi-faceted slad trust that is personalisable
and specialisable which aims to capture subjeciresvs on trust of a broad

population in a real world application.

Also, we describe the design and implementatioma small scale online social

network with particular emphasis on its trust mamgnt approach. We then
evaluate the proposed trust management solutiocpbyparing the performance
of an online social network, nameniniOSN with such an integrated trust
mechanism to that of another popular online sauétlvorking website in created

scenarios.



We demonstrate that the integrated trust managersention does provide
personalisation for trust iminiOSN where users can tailor their unique views on
trust for certain individuals in different contextginally, we point out the
limitations of the proposed approach, and conclwité further directions for

research in the area of trust management in osbo@l networks.

Vi
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CHAPTER ONE: INTRODUCTION

By seeking and blundering we learn.
~ Johann Wolfgang Von Goethe

1.1 Motivation

In recent years, we have seen dramatic increasegrawing popularity of online
social networks (OSNs) such EB/SpaceMySpace] and~acebook[Facebook].
As OSNs mature, issues that centre around progepfusuch networks are also
growing and making headlines. We feel that the arfe&rust management for
OSNSs is of increasing importance, especially gitlea exponential growth of

online communities.

Trust, has been heavily studied by researcherssychmlogy, philosophy and
sociology; research in these fields show that tisist subjective view that varies
greatly among people, situations and environmeatvéver, this very subjectivity
of trust has been overlooked in OSNs. At the momtemst in OSNs is expressed
by using simple access control methods which alil teo take a very simplified
view of trust and use a one-size-fits-all approfmhall users. Trust cannot be
expressed subjectively, nor can it be personaliézifeel there is the strong need
for an innovative design for the model of trusCiBNs that enables users to make

annotations of trust freely and confidently.

Much research has been carried out in the fieldoofiputer science in relation to
trust management, various algorithms, systems amdels have been produced,
such as PGP [Zimmerman, 1995], REFEREE [Chu et1897], SULTAN
[Grandison et al, 2001], FOAF [Dumbill et al, 200ZRELLIS [Gil et al, 2002],
Jgsang’s trust model [Jgsang A., 1996], Marsh’st tnoodel [Marsh, 1994] and
many more. In particular, a multi-faceted modetrakt that is personalisable and

specialisable [Quinn, 2006] has been designed & Khowledge and Data



Engineering Group (KDEG) from the Computer ScieDapartment in Trinity
College Dublin.

Built on a large amount of literature review anadings from the state of the art
studies, the multi-faceted model of trust aims twtgay the broad subjective
views on trust. Much like how trust is viewed angbessed in the real world, the
model allows users of such a trust managementmygégsonalise their trust for

certain individuals in the virtual environment.

1.2 Research Question

Motivated by addressing current issues such askadhpersonalisation in trust
management approaches in OSNs, this research aiansstver the questions of
whether a multi-faceted model of trust that is peadisable and specialisable be
welcomed in OSNs, would an application of the maosiisfy user needs when
expressing their subjective views on trust in ti@NOenvironment, and most of
all, would the proposed solution address issuefowed related to the state of the

art.

1.3 Objectives and Goals

The main aim of this thesis is to find out how wedin a multi-faceted model of
trust that is personalisable and specialisableucap variety of subjective views
on trust for OSN users.
In order to undertake the research, the followioglg were derived:
Research the state of the art in current trust amsms employed in
OSNSs, in order to identify issues associated widsé trust management
approaches.
Research the state of the art in trust, focusinthercharacteristics of trust
that remain true regardless how trust is modeled.
Find out whether OSN users are happy with curmeist mechanisms used
in notable OSNSs, in order to determine whether ethier the need for

implementing an innovative system.



Design and build a small scale online social nekwaniniOSN which
applies the multi-faceted model of trust that isrspealisable and
specialisable.

Simulate scenarios and compare the performanceim©OSNto that of a
popular online social network in the aforementioseenarios.

Evaluate the trust management approaciminiOSN by gathering user

opinions.

1.4 Project Approach

We first studied trust and its characteristicsje@ed the state of the art in trust
management mechanisms deployed in notable OSNsdantified current issues
as well as problems associated with these metmodse.

We then researched user behaviours in OSNs andhemheturrent trust
management systems satisfy user needs.

To address issues found in the literature review/pwoposed a solution that uses
the multi-faceted model of trust that is persorsdilis and specialisable.

We designed and built an OSN that is powered byyRubRails (RoR) with the
application of the proposed trust model.

And finally, we evaluated our work with scenarioslanterviews.

1.5 Contribution

This thesis describes the design, the implememtatnal the evaluation of a small
scale online social networkainiOSN the trust management system employed in
this OSN is strongly influenced by the multi-facktenodel of trust that is
personalisable and specialisable.

Also, we show how well received such an approachldcde in the online
community as well as the limitations of the model.

And finally, we identify possible future researcbn in the topic area.

1.6 Overview of Thesis

This thesis is organised as follows.



Chapter Two first introduces the concept of Onl8wial Networks, the
categorisations used as well as a brief historthem. It then provides a
review and analysis of the state of the art inttarsd its characteristics,
and most of all, the current trust mechanisms usedtable online social
networks.
Chapter Three concentrates on a survey designgdther user opinions
of current trust management approaches being e, presents our
findings as well as analysis of the results.
Chapter Four describes the design of a small smalae social network
namedminiOSNand the trust management approach it takes.
Chapter Five talks about the implementation fniOSN and the
technologies we use as well as difficulties encered.
Chapter Six presents the evaluatiommohiOSN with particular emphasis
on its trust management system.
And finally, we conclude in Chapter Seven, discugdhe extent to which the
original objectives and goals were achieved dutimgresearch project, as well as
identifying several possibilities for future workn ithe research of trust

management in online social networks.



CHAPTER TWO: STATE OF THE ART

Love all, but trust a few.

~ William Shakespeare

2.1 Introduction

This chapter first introduces the concepts of dac&works and online social
networks in section 2.2, we then provide a brie§tdry of online social
networking in section 2.3. Categorizations of oalgocial networks are discussed
in section 2.4, followed by literature review ofist and trust mechanisms used in
online social networks in section 2.5 and 2.6. Wentdiscuss related work and
present the multi-faceted model of trust that isspealisable and specialisable in

section 2.7, and finally, section 2.8 provides msary of the chapter.

2.2 Social Networks and Online Social Networks

The term,social network, was first coined by Professor J. A. Barnes in1®&0s
[Barnes, 1967], describing associations of peopd&vd together by family, work,
hobby, etc.; for support such as emotional, insémtal, appraisal and
information. Such networks operate on many leviedsn the family level up to as
high as the level of nations; and play importadésdn communications among
people, organizations and nations; as well as thg kow problems are solved
and how organizations are run.

In its simplest form, a social network is a maptlué relevant ties between the

individuals, organizations, nations, etc., beinglstd.

Much like social networks, through the media of théernet, Online Social
Networks (OSNs)have many similar characteristics and in the digige, they

also play important roles in communication amordjviduals and organizations.



In recent years, we have seen a dramatic incrdaseline social networks such
asBebo[Bebo], FacebookandMySpacgust to name a few; where one can set up
a profile about oneself, invite friends to join tiee and link these people together
with the purpose of sharing information and resesirc

2.3 Online Social Networks — A Brief History

The concept of social networking dates back to $98Men Vannevar Bush first
introduced his idea about “memef/annevar, 1996], a “device in which an
individual stores all his books, records, and comications, and which is
mechanized so that it may be consulted with exoeesioeed and flexibility”, and
predicted that “wholly new forms of encyclopedial appear, ready made with a
mesh of associative trails running through themadyeto be dropped into the

memex and there amplified

The first online social networks were call&SENET newsgroups [Usenet],
designed and built by Duke University graduate etitsl Tom Truscott and Jim
Ellis in 1979. In its simplest formJJSENET represents democracy. The basic
element of USENET is a post, each individual post consists of a wmiq
contribution from some user placed in a subjech,acalled a newsgroup [Hauben
& Hauben, 2004].

Table 2-1 below shows a brief timeline of the higtof online social networking
[Teten & Allen, 2005, p.42].

1971 Ray Tomlinson invents email.

1973 First group chat program.

1975 First mailing list, callesgGroup
First computer conferencing system.

1978 First Multi-User Dungeon (MUD) for multi-usgaming.

1979 USENETnewsgroups created.

1984 Birth of theFido network of Bulletin Board Systems (BBSes).

1985 Whole Earth Letronic Link (WELL) community beg.

1988 Internet Relay Chat (IRC) invented.

1991 Tim Berners-Lee posts “World-Wide Web: Exegeitsummary” to
USENETGroup.




“Gopher”, the first simple menu-driven client taémet resources

launches.

1992 Berners-Lee creates his “What's New?” paggjatly the first blog.

1993 Howard Rheingold publish&se Virtual Community.
Mosaic Web browser is released.

1994 “Christ is coming” is the first spam /SENET

1995 Ward Cunningham launches the first wiki.
AltaVistg the first full Web search engine, launches.

1996 ICQ: first peer-to-peer instant messaging appe
January: 100,000 Web servers

1997 April: 1,000,000 Web servers.
Slashdotthe first blog to enable reader comments, goéesen
Jorn Barger coins the term “Weblog.”
SixDegrees.confirst site based on the “six degrees of sepanatio
concept, launches.

1998 Open Directory Project (DMOZ), later acquitsd\etscape

1999 Peter Merholz coins the term “blog” as a caetton of “Weblog.”
LiveJournalandBloggerlaunch.
Kuro5hin, a blog where users vote for what goes to thet fpage,
launches.
Napsterlaunches.

2000 HotOrNot.comcreated with zero capital

2001 Wikipediag an open collaborative wiki encyclopedia projgcies live.
Movable Type (leading blog software) initial betdease.
Ryzesocial network service launches.

2002 10,000,000Web server goes live.
10,000,008 post orBlogger
Friendsterlaunches.

2003 Venture capital investment in social netwgrace exceeds $50
million.
Wikipediahits 100,000 articles.
Howard Dean campaign uses blog aheketupto organize more than
100,000 supporters.
LiveJournalandFriendsterpass 1 million accounts.
Skypereleased.
LinkedIn social network focused on business professiosatsjres
Series A financing of $4.7 million led by SequoiapRal.
MySpacesocial network focused on music and entertainment
launches.

2004 Skypehits 10 million downloads.




Social NetworkingMetalist (SocialSoftware.BlogsInc.com) lists more
than 200 different social networking systems.

2005 Skypehits 100 million downloads.

2006 Google acquires YouTube video social network, for a stogk

transaction worth $1.65 billion.

2007 IBM launches enterprise social networkingesuit
LinkedInsurpasses 10,000,000 members.

Germany social networking si@penBC/Xingsuccessful IPO.
Wikipediaexceeds 1,700,000 English articles.

Technoratiindexes more than 80 million blogs.

Table 2- 1: Brief Timeline of Online Social Networlng

Since its first launch in the late 70s, in mostergcmemory, we have seen
significant growth of OSNs. To date, there are mmadd of online social
networking sites in Europe alone. Studies [Hitwisda Centre, 2007] bMitwise
[Hitwise] have shown that in July, 2007, rankedrbgrket share of visits across
all industries, the most popular websites basedl @ Internet usageMySpace
was the most visited website. Among the top twendgt popular websites, online
social networks took significant places, as Tabil#low shows.

Rank Website Market
Share

1 WWw.myspace.com 6.33%
2 www.google.com 4.8%
3 mail.yahoo.com 4.47%
4 mail.myspace.com 4.02%
5 www.yahoo.com 3.94%
6 www.hotmail.com 1.64%
7 www.ebay.com 1.57%
8 search.yahoo.com 1.56%
9 www.msn.com 1.48%
10 www.facebook.com 1.03%
11 www.youtube.com 0.77%
12 search.msn.com 0.62%
13 mail.live.com 0.51%
14 images.google.com 0.47%
15 blog.myspace.com 0.41%




16 www.gmail.com 0.4%
17 www.wikipedia.org 0.37%
18 music.myspace.com 0.36%
19 mail.aol.com 0.34%
20 my.yahoo.com 0.32%

Table 2- 2: Most Popular Websites in July, 2007 —dsed on Market Share of Visits

Another study done by Hitwise shows that in the tharf September 2006, one
out of every twenty U.S. Internet visits landed ame of the top twenty social
networking websites [Hitwise Data Centre, 2006]t Giuthe twenty online social
networking websitesMySpaceis the undisputed leader, receiving 81.92% of
those visits. Other online social networking sitégh above-average growth in
market share of visits includBolt, Bebqg Orkut, and Gaia Online Table 2-3

shows the entire list of the top twenty websitethmstudy.

Rank Name Domain Market Average
Share Session
Time
1 MySpace www.myspace.com 81.92M% 30:22
2 Facebook www.facebook.com 7.24% 8:17
3 Xanga www.xanga.com 1.86% 12:00
4 Yahoo! 360 360.yahoo.com 1.219 11:42
5 BlackPlanet.con www.blackplanet.com 1.12% 20:19
6 Bebo www.bebo.com 1.02% 25:39
7 Classmates.com www.classmates.com 0.85% 7:14
8 LiveJournal www.livejournal.com 0.76% 12:27
9 Hi5 www.hi5.com 0.62% 14:31
10 Tagged www.tagged.com 0.58% 20:33
11 Gaia Online www.gaiaonline.com 0.519 47:01
12 Sconex www.sconex.com 0.42% 18:20
13 Friendster www.friendster.com 0.42% 19:52
14 Bolt.com www.bolt.com 0.36% 1:43
15 Windows Live spaces.live.com 0.31% 4:37
Spaces
16 Orkut www.orkut.com 0.30% 21:33
17 myYearbook www.myyearbook.com 0.179 8:56
18 CrushSpot.com www.crushspot.com 0.14% 30:31




19 miGente.com www.migente.com 0.139 14:01

20 Piczo WWW.piczo.com 0.07% 6:04

Table 2- 3: Top Twenty OSNs in September, 2006

2.4 Categorisation of Online Social Networks

By their served purposes, OSNs mostly can be pot categories that centre
around the following topics: business, educatiogjaizing and entertainment.

Business oriented OSNs help registered individualke connections, build
business contacts and maintain professional nesvddt potential career
opportunities; as well as allowing organizationsattvertise their products and
services. Examples of such OSNs hmgkedIn [LinkedIn], Ecademy[Ecademy],
Doostang[Doostang] XING [XING] and Plaxo[Plaxo].

Educational OSNs usually focus on groups of pegile wish to gain knowledge
in the same field mostly through the forms of blegsl link sharing with a great
variety of subject matter. Examples of such netwockn be found in many

institutions, where intranets are set up for spesithools, faculties, or classes.

Socializing OSNs aim to provide users with a vireravironment in which online
communities can exchange news, keep in touch wehds and family, and make
new connections. Usually, various features are emginted which allow users to
keep journals, post comments and news, uploadrpitand videos as well as
send each other messages. Such OSNs tend to esatred themes, such as
music, movies, resource sharing, personal life, artd are designed to be either
user-centric or topic-centric, where online comniesi can focus on developing
profiles all about oneself or developing particutebbies. Several examples of
this type of OSNs are43 Things [43Things], CarDomain [CarDomain],
Friendster[Friendster]Hi5 [Hi5], andMOG [MOG].

Closely associated with socializing OSNs are eait@rig OSNs, where focuses

on personal aspects of the online communities ese Visible, compared to the

entertainment attributes these communities mayr ofte the network. For
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example, onYouTube[YouTube], focus is shifted away from personalfipes,
and the video sharing feature is greatly valuedc&iits launch in early 2005,
YouTubehas quickly become the home of video clip enten&int, it now
accounts for 29% of the U.S. multimedia entertainin@market [USA Today,
2006].

By registration requirements, OSNs can be groupttivo main categories, sites
that are open to anyone and sites that are immitabinly. Usually, anyone is
welcomed to set up an account and put up a repetsenof oneself in open-
invite OSNs, such asraduates.com[Graduates],Friends ReunitedFriends

Reunited] and many more. However, in some sitesrder to join, you need to be
invited by a trusted membeaSmallWorld[aSmallWorld] is an example of such

OSNs where registered members include celebritesNaomi Campbell.

The predominant business model for most OSNs ieréding. It is free for
anyone to join, and revenue is made by sellingnenladvertising on these
websites. However, a number of OSNs charge theinlmees for the information
or services they provide, such askedin where employers can advertise their

vacancies looking for suitable candidates.

2.5 Trust

Trust, has been significantly studied in psycholq@ylosophy, sociology, as well
as computer science. It is an elusive notion thdtard to define, since the term
“trust” stands for a diversity of concepts depegdim the person you ask.

Section 2.5.1 presents a collection of the de@ngi of trust, and section 2.5.2

discusses properties of trust.

2.5.1 Definition

To some, trust is predictability, where evidenceook’s reputation suggests a
most-likely outcome; to others, trust is dependghilvhere one truly believes in

another and accepts not understanding some thyegisto many, trust is letting

11



others make decisions for you and knowing that tiveyild act in your best
interest.

Trust has many rich meanings in different contexttd stands for a variety of
concepts depending on the person you approach.

So what is trust? Several notable definitions a$tiare presented below.

Mui et al. [Mui et al., 2002] defined trust as ‘l@bgective expectation an agent has
about another’s future behaviour based on thedyistitheir encounters.”
Grandison and Sloman [Grandison & Sloman, 2000jothiced context and
defined trust as “the firm belief in the competentan entity to actiependably,
securely, and reliably within a specified context.”

Olmedilla et al. [Olmedilla et al., 2005] state@tlTrust of a party A to a party B
for a service X is the measurable belief of A iattB behaves dependably for a

specified period within a specified context (inatén to service X).”

In summary, trust can not be defined by a singleseasus, there is a wide and
varied range of synonyms for trust, and the andwéwhat is trust” can not be

easily provided. Hence, significant challengesmesented for modeling trust in
the semantic Web, therefore, it is important fortasconcentrate on the core
characteristics of trust as discussed in the reptian.

2.5.2 Characteristics of Trust

Trust has several main characteristics [GolbecR52Dey, 2001] that remain true

regardless how trust is defined, as discussed below

Trust is Asymmetric.

Between two patrties, trust level is not identidaimay trust B 100%, however, B
may not necessarily feel the same way about A; B ordy trust A 50% for

example.

Arguably, trust can be transitive
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Let's say that A and B know each other very welll @me best friends, B has a
friend named C whom A has not met. But since A kai@\so well and trusts B’s
choices in making friends, A may trust C to a darextent even though they have
never met. Now let's say C has a friend named Drwineither A nor B knows
well, A could find it hard to trust D. Hence, somegue that as the link between
nodes grow longer, trust level decreases.

However, others [Grandison, 2003; Abdul-Rahman, 420@isagree with the
statement that trust in transitive, [Zinnermann94]%tates that if | have a good
friend whom | trust dearly, who also trusts tha firesident would not lie, does

that mean that | would therefore trust that thesjolent would not lie either?

Trust is personalised.

Trust is a subjective point of view, two partiesdsave very different opinions
about the trustworthiness of the same person. kample, a nation may be
divided into groups who strongly support the pcdtiparty in charge and groups
who would strongly disagree.

Trust is context-dependent.
Trust is closely associated with overall contexispther words, trust is context-
specific [Gray, 2006]. One may trust another emotaglend that person a pencil,

but may find the person hard to trust with a boedwaptop for instance.

2.6 Trust Mechanisms in Online Social Networks

2.6.1 Current methodology

Current trust mechanisms used in OSNs have beeitedimio simple access
control mechanisms, where authorization is requicedontact, to write on, or to
read all or part of a user’s profile, given thatdding or commenting features are
enabled. Communities in OSNs are usually categoiizi® groups such as, one’s
family, friends, neighbours, etc., with all or li®dl access to one’s photos, blogs

and other resources presented in one’s profile.
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To date, ways to control accesses to a personfdepave the only deployed trust
mechanisms in OSNs, where users can block certagr smmembers as well as

granting various levels of access to specified gsoof people.

In Bebofor instance, a user can get URL for his/her peofihich then is viewable
to anyone with a browser, or he/she can set thidefprivate” which means that
only the connected friends to this user are autkdrito view the profile and

everything presented in it.

In Yahoo! 3609Yaho0!360], access control mechanism is refingdelting users
set their profiles and blogs viewable to the gelngualic, their friends, friends of
their friends or just the users themselves. The aliows users the freedom to
create specific friend categories, such as friemdsvork, friends met while
traveling, etc. Users can then control whether & dontacted via email or
messenger by anyone in tifahoo! 360Tetwork, people whom one is connected

to, or only those in the defined categories.

In Facebook privacy settings of a profile is further refinkey allowing the owner
of a profile grant different levels of access totgms of a profile such as contact
information, groups, wall, photos, posted itemdjnenstatus, and status updates.
Also, users can decide whether they'd like the deangine to list them if a
profile is searchable. As well as the freedom dafidiag whether to notify friends
with the latest activities, users can also seldatkvparts of the profile are to be
displayed to the person who tries to contact yaouph a poke, message, or

friend request.

2.6.2 Current Issues

One-size-fits-all approach

Among a list of notable OSNs [Information Todayatsse, 200%)e have found
that controlling access seems to be the only wagxjaress trust, where users
group their connections into categories and gréinbralimited access to these

specified categories. Studies [Ralph, Alessandral.eR005] ofFaceBookhave
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shown that many people who are connected to onsopesire not necessarily
“friends” as such, but simply people whom that parsloes not dislike. Hence,
there is a great variety of the levels of trust aghthese connected “friends” of a
person. However, this variety of trust level has Ioeen captured in OSNs, and
users can not annotate their variety of trust peeson, nor can they personalise
that trust depending on the situation. In certaitnations we want private
information to be known only by a small group ofopke and not by random
strangers. Such information may be where you lv®y much money you make,
etc., in an OSN environment, you probably wouldikisthe idea of random
strangers reading comments left by your friendsiitliety a trip you are about to
take, for safety reasons. In other instances, weewalling to reveal personal
information to anonymous strangers, but not to eheto know us better. For
example, if desired, one can state one’s sexuaifitg profile page and broadcast
that to the world, however, one may not be readyeteeal that very piece of
information to the family and friends whom one tsusiost.

The inflexible, one-size-fits-all approach cannesbyide users the freedom to
express their various levels of trust in a givetwaek, therefore, fail to provide a

tailored trust model for users in OSNSs.

Lack of personalisation

As discussed earlier, there are several trust ctaarstics that remain true
regardless how trust is modelled in the OSN scendifiese properties of trust
have not been captured well in OSNSs since currest management approaches
only employ simple access control methods.

If A is connected to B irBebofor example, A can then view all other friends
connected to B as long as these other friends scURLs for their profiles. The
system presumes that trust is transitive, and &g &s B is connected to A, B
should trust A viewing profiles of all other friema@f B’s. Also, overall contexts is
overlooked, the fact that trust is context-depehdenot taken into account. Once
a user has a public profile, the system assumdsathaesources in this user’s
profile, regardless whether it's a picture, a videdlog entry or comments left by
others, are equally trusted to be accessed bydghrty.

Many other OSNs that employ similar methods in aahihg access to user

profiles face the same problems, and this lackes$gnalisation when modelling
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trust betray the fundamental characteristics o$ttnue found in the literature

review.

Single-faceted approach

Currently, trust in OSNs is modelled as grantingows levels of access controls
to specified groups of users, there is no otheioopgiven. This single-faceted
approach takes a simplified view on trust and fadsprovide a variety of
definitions for trust as we have found in the sttéhe art studies.

2.7 Related Work

Previously, a multi-faceted model of trust thapérsonalisable and specialisable
was designed and developed by Quinn [Quinn, 20@6h fthe Knowledge and
Data Engineering Group (KDEG) [KDEG] in the Depagtmh of Computer

Science and Statistics, Trinity College Dublin.

While reviewing trust management systems in conm@mdence, Quinn found that
current methods “tend to use a single synonym edinidion in the use of trust...
such approaches can only provide a generic, nagppalised trust management
solution”. To address this problem of the lack ofgmtial for personalizing trust
management, a multi-faceted model of trust that personalisable and
specialisable was proposed, implemented and eealuét the proposed model,
trust is divided into concrete concept and absttaatcept with attributes of their
own, where the former includes credibility, honeswliability, reputation and
competency attributes, and the later with beliefthf and confidence attributes.
Ratings are then given to each of the eight atiefuand trust is calculated as the
weighed average of these ratings.

The overall structure of thiglodel of Trusthat is personalisable and specialisable
is separated across four models [Quinn, 2006, pdaflined in blue, as Figure 2-
1 shows below [Quinn, 2006, p.50]. Outlined in {€linn, 2006, p.51], “the
myTrust Management Servictilises a personalised model of trust, a domain
specific model of trust, associated trust data, &odt policy to provide trust

based recommendations to applications that operdtéernet environments.”
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Figure 2- 1: Trust Calculation Overall Framework

Quinn specifies the following in his design:

The upper ontology provides a set of trust concepaare used in the generation
of personalised models of trust and are also useddineer specialised models of
trust. The relationships that can exist betweenrettiensible set of trust concepts
is governed by the trust meta-model...A domain spenibdel is the instantiation
of the upper-model and meta-model towards a givepliGaation domain. In
domain specialisation the trust concepts in theeupptology are sub-classed and
domain specific properties are added. Domain moaedskept separate to allow
developers to capture and scope a range of domaihgh can be used
independently in applications. Personalised moofetsust are generated from the
upper ontology and meta-model on a per user b@sipersonalised model
contains the set of relationships that may existvben trust concepts as provided
by an individual [Quinn, 2006, p.52].

The claim for this model is that it has “the alyilito capture an individual’s
subjective views of trust, also, capture the vgradtsubjective views of trust that
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are exhibited by individuals over a large and brpagulation”, which in turn,

provides “a tailored and bespoke model of trust’atidition to demonstrating its
personalization capabilities, Quinn demonstratedv hihe model could be
specialised to any application domain.

The two applications that were used to trial thedetaand approach were web
services composition and access control in a utmgsicomputing environment.
However, Quinn did speculate in his conclusions the model would be suitable

for use in the OSN domain.

2.8 Summary

This chapter discussed social networks, online asocietworks and the
categorisations of them, presented a collectiodasinitions of trust, as well as
main characteristics of trust. In addition, a rewief current trust mechanisms
used in notable OSNs was provided and we alsoifaEhtssues associated with
current trust management systems used in OSNSs.fiAally, we presented the
foundation that this research is built upon — atifateted model of trust that is
personalisable and specialisable.
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CHAPTER THREE: OSN USER BEHAVIOUR AND
ATTITUDE SURVEY

Change your thoughts and you change your world.

~ Norman Vincent Peale

3.1 Introduction

This chapter concentrates @ Survey of Online Social NetworkBirst, the

motivation behind such a survey is presented, hadlésign and the execution of
the questionnaire are discussed in section 3.2 saation 3.3. We then give
background information of participants in sectiod.3he findings are presented
in section 3.5 followed by analysis of the resulliscussed in section 3.6. Finally,

the chapter is summarized in section 3.7.

Given the lack of flexible and personalised trusinagement features within
notable OSNs and our belief that such features dvbalwelcomed by users, we
decided to explore with users whether the multefad model of trust proposed
by Quinn that enables personalization and the &eedf annotating trust

subjectively would be welcomed in OSNs. Also, whatuld be the desired

functionalities if such a trust management appraadb be integrated into OSNs?
With these questions in mind, Survey of Online Social Networnksas designed.

A complete list of the questions in this survey barfound in Appendix I.

3.2 Questionnaire Design

The questionnaire groups participants into threegmies as follows, people who
are currently using OSNs, people who have used G8NBe past but are no
longer active, and finally, people who have neveediOSNs. With the former
two categories, the survey aimed to find out usdrabiour in relation to the trust

management aspect in OSNs, and gather user experi@ith existing trust
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mechanisms. With the last category, we aimed t éint why some have not or
will not use OSNs. Most importantly, without excing anyone, regardless of
participants’ experience with OSNs and currentttraschanisms, we ask for their

desired trust features as well as their opiniona proposed model of trust.

3.3 Questionnaire Execution

A trial questionnaire was first designed and roested in a computer science
postgraduate class, where a group of twelve pdoplepart in the survey, which
has helped the refinement of the official questare

Considering their flexibility, feasibility and eagjata gathering factors, online
guestionnaires was convenient as we were aimirgglatge audience, therefore,
SurveyMonkejSurveyMonkey] was chosen to host the survey er2fff of May,
2007, over a period of two weeks time. Invitatiomgake part in the survey were
sent out via email, to targeted third level ingidos (including, Dublin City
University [UCD], Dublin Institute of Technology [D], National University of
Ireland, Galway [NUI, Galway], University Collegeotk [UCC], University
College Dublin [UCD], Trinity College Dublin [TCD]pn Ireland, and interested
parties were encouraged to distribute the questioafurther.

3.4 Questionnaire Participants

In total, 393 people took part in answering their@lquestionnaire. Among
which, 59% were male, 41% were female. Mostly irirthearly 20s, 68% of
respondents were undergraduate students, 21% tjradsate student and with
the remaining being college employees. Most surpasticipants come from
science related background, with a high 70% of [eeaither studying for or
having a degree in engineering, computer sciencénformation technology
related fields, as Figure 3-1 shows.
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e
8.40%
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0.76%

58.52%
40.97%

@ male B femaleO rather not say

College Standing

20.61%

9.92%
1.78%

67.94%

@ undergraduat® postgraduatéd staff O rather not say

Technical Background 20.87%

12.47@
66.92%

@ Studying for/have a degree in engineering/computer
sciencefinformation technology related field

B Have interest and some knowledge in engineeringdciben
sciencef/information technology related field

@ Have little knowledge in engineering/computer
sciencef/information technology related field

Figure 3- 1: A Survey of Online Social NetworkBarticipant Background
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3.5 Survey Findings

3.5.1 Category One — Active OSN users

Among 243 respondents who are currently using O8Kbopis the most popular
online social networking website with 87.90% of pleohave had experience with
it, closely followed byYouTubeMySpaceandFacebookas Figure 3-2 shows.

The majority of the profiles are set to be viewablethe general public, while
20% of people allow only directly linked friends ¥@w their profiles, as Figure

3-3 shows.

87.90%

77.82%

45.56%

50.81%

25.81%

15.73%

20.97%

14.92%

6.45%
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4.03%

Hi5
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6.45%

2.02%
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Windows Live

XING

Yahoo! 360°

4.84%

YouTube
Other (please

Figure 3- 2:

Participant Experience with Notable OSIs

71.60%

19.75%

4.53%

4.12%

People directly  Only some of your  Other friends of
linked with you directly linked  your directly linked
friends friends

Anyone

Figure 3- 3: Access settings of user profiles — Gagory One
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We asked the question of whether these users ppy hdth the available ways of
controlling access to their profiles. As Figure 3kbws, most people are pleased
with current access control methods, while aroudith f the respondents are not
concerned with it and less than 10% of people atesatisfied with it. Among
reasons given for their unpleasant experience hdissatisfaction, almost every
comment of those 10% of people was related toabk of better access controls
to user profiles. For example, despite having aapei profile, emails can still be
sent to these people from others on the site.

72.43%

18.11%

9.47%

Yes No Don't care

Figure 3- 4: User satisfaction towards current acces control methods

Since the majority of this category has public pesf we asked the question of
whether they trust random strangers to view thefiles, as well as the question
of whether access control really is necessary. igsré 3-5 shows, despite having
public viewable profiles, only 25% of these peopt#ually stated the fact that
indeed, they do trust anyone and everyone viewhegr tprofiles. Most people

however, claimed that they do not, while also gdanumber of people are not
bothered by it at the same time. We have foundralesi contradictive response

regarding the necessity of access control in O8hl$5igure 3-6 shows, only less
than 20% of these people think it is not necessajle most people, nearly 55%

of the respondents believe that controlling aceesecessary, and around 25% of

people do not care about having controls over thaifiles.
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Don't care

Figure 3- 5: Would you trust random strangers to véw your profile?

54.89%

25.53%

i [
No

Don't care

Yes

Figure 3- 6: Is it necessary that only certain pedp can view certain parts of your profile?

3.5.2 Category Two — No Longer Active OSN users

During their memberships of the 50 respondentsis ¢ategory, 46% of people
had set their profiles accessible by anyone, asr€i@-7 shows, 26% allowed

only directly linked people to view their profiles.
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. 12.00%
: : . :
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Figure 3- 7: Access settings of user profiles — Gagory Two

73.21%

42.86%

39.29%

21.43%

Don't have time Lost interest in ~ Don't like  Not happy with Other (please
for them them having their senices specify)
personal
information on
the Internet

Figure 3- 8: Why did you stop using OSNs?

When asked about why have you stopped using OS&\sigure 3-8 shows,
besides the given options, this category of pegplee several interesting reasons.
For instance, a lot of people lost interest in OSdtBnetimes due to unpleasant
personal experience, or the completion of researctvork related projects, or
simply do not have time for them any more. In ourvey, 5% of people in
category two view OSNs as a rather sad way of capjareal life associations,
especially since a lot of sites keep records ofrlmaber of visits a profile gets,
some feel that OSNs have been turned into a forpopélarity contest for certain
personalities. However, at the same time, many@aegladged the fact that OSNs
are cheap alternatives to keep updated with othHmrs,a refinement in their
structure is needed. In particular, privacy consemere on top of the list, many
have mentioned unpleasant experiences during thembership. Such as on
some sites, comments left by close friends arelalisd to everyone who were

connected to an individual or sometimes, anyond \@itbrowser; also, being
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contacted unwillingly by random strangers or friemd friends whom they barely

knew; especially the unfortunate fact that waysttgp these from happening do
not always seem to work, distress and frustratiad heen caused due to the
limited methods that are available.

When asked whether they think access controlsadfigs are necessary in OSNs,
this group of people had a similar response to gcate one. Among 47
participants who answered this question, 66% ofpjgedelieved that it is

necessary, only 6% of people disagreed, with theaneing not caring.

3.5.3 Category Three — Not Users of OSNs as yet

We were interested to find out why this group obgle have never used OSNs,
among 57 respondents, some had no interest, samneohme, others dislike the
idea of having private information on the Interaed a small number of people
have not heard of OSNs, as Figure 3-9 shows. Againacy concerns and the
lack of freedom of controlling access to informatioave been mentioned by the

21.05% of people who stated otherwise when ansgéh@ question.

40.35%
35.09%

19.30% 21.05%

12.28%

B

Have never  Not interested  Don't have Don't want to  Other (please
heard of OSNs in using OSNs time put personal specify)
things on the
internet

Figure 3- 9: Why have you never used OSNs?

Among 52 participants from this category, we askbether it is likely for them
to use OSNs in the future and whether they belardrolling access to profiles
are necessary, 44% of people stated that they vaaitiusing OSNs in the future
and 69% of whom think it is necessary to contratess, only 4% of people
disagreed.
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3.5.4 Desired Trust Features and Opinions on the Bposed Solution

We asked 334 people the question whether they woukt all their directly

linked friends to view all parts of their profilesnd as Figure 3-10 shows below,
although 49.40% candidates trust all connectedhdse 31.14% of people state
that they would only trust some of these friendkilev6.59% participates clearly
state that they do not trust them. The finding stgythat a total of 38% people

think it is necessary to present only certain paftfeir profiles to certain friends.

49.40%

31.14%

12.87%

6.59%
m W

Yes, all these Yes, but only No Don't care
friends some of these
friends

Figure 3- 10: Do you trust all your connected frieds with all parts of your profile?

If a multi-faceted model of trust that calculatesigihted average of the eight trust
attributes: credibility, honesty, reliability, refation, competency, belief, faith and
confidence, is to be integrated into OSNs, wouldt the welcomed? Would
rankings of these eight attributes of a personrgibrsubjective views of trust in
OSNs? With the aim of finding out more on our pregab solution, we asked our
participants’ views on desired trust features inNOSs well as their feelings

towards a rating feature.

We asked 315 participants which of those eightibaifies of trust are most
important in their opinions, as Figure 3-11 shola@esty appears to be the most
important factor, closely followed by credibilitynd reliability as well as

reputation.
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60.95%

47.94%

39.68%

24.13%

15.56% 17.78%

254% 3-81%

Figure 3- 11: Views on the eight attributes of trus

When asked would you like to see the ratings otherge given you, 44% of
participants said yes, 36% said no and with theaneimg not caring about it.
However, when asked whether they'd like to rateerthas Figure 3-12 shows,
211 people think it's unnecessary, only 9% of resj@mts believe that it would be

helpful, another 10% of people do not care and Withremaining not being able
to decide on the subject.

211

a4

29

9.21%- 66.98%

31

9.84% -

Yes, that would be
helpful

No, that’s not
necessary

Don't care

Undecided

Figure 3- 12: Would you rate how much you trust youfriends in OSNs?

Among 315 participants, only less than 10% of peapére interested in giving
trust ratings for their friends in OSNs, close @4 of people are not concerned
with the feature, and almost 14% of candidates wageble to decide on the topic,
while the majority of people, with over 66% of resplents claim that they would
not use such a feature in OSNs. Various reasons green disapproving the idea

of rating, such as, while rating a movie or a fdsnphoto sounds like fun,
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however, OSNs are not meant to be taken too séyjoumsny stated that rating
friends in OSNs seems cruel, and were worried $bttng scores for each other

would encourage bullying behaviour.

3.6 Survey Analysis

Several issues have been discovered during theyuas discussed below:

Current trust mechanisms need to be refined.

Single-faceted, simple access control methods anegbused in OSNs, where
users can set their profiles viewable to eitheroamyor specified groups, even
though trust levels vary among members of defineaigs, users can not adjust
their levels of trust among their connected friend®st mentioned unpleasant
experiences in OSNs are related to a lack of, satisfying privacy control as

well as access control methods of user profileslenghlarge number of OSNs fall

to allow users to express their various degredsust in a person, or a group of
people context-specifically. Users cannot exprés# tsubjective views on trust
freely, and the fundamental trust characteristiestioned in section 2.5.2 are not
captured in OSNs.

Better control of user profiles is welcomed.

As our findings suggest, a large number of usemsaddrust anyone and everyone
to view all parts of their profiles, and believentls are indeed necessary in
OSNs. However, existing trust mechanism in OSNsehawt achieved user

satisfaction, hence, refinement of trust managemsenelcomed in OSNSs.

Users are unsure about a multi-faceted model ofttrwith rating features
Contradictive findings in relation to rating featarsuggest that on one hand, users
think that such facilities would help in gainingttee control of online profiles, on
the other hand, they find it hard to rate somedrey tknow personally. Such
opinions could be the result of a lack of underditagy regarding the proposed
solution, as for a large percentage of candidatase the word “rating” is so open

to interpretation, it would be very hard for theensimply imagine what ratings
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could be like without having the slightest ideasoiv-to go about doing it. Also,
we need to recognise limitations of the questiamnghrasing of the questions
and limited open-ended questions in the survey dcoaktrict the amount of

quality data.

3.7 Summary

In this chapter, we discussed the design and execof A Survey of Online
Social Networks as well as presenting several facts and figuresn fthe

guestionnaire. Our analysis of the findings suggesthat current trust
mechanisms in OSNs fail to provide personalisatowrusers, which motivated us

to research deeper into the topic area.
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CHAPTER FOUR: DESIGN

Design in art, is recognition of the relation beemevarious things, various

elements in the creative flux. You can't invenésigh. You recognize it, in the

fourth dimension. That is, with your blood and ybones, as well as with your
eyes.

~ D. H. Lawrence

4.1 Introduction

This chapter presents the design of a small sadirensocial networkminiOSN
in particular its trust management approach. Thare several important
influences on the design of the trust managemesiesy which are discussed in
section 4.2 and section 4.3. We then present manatibnalities inminiOSNin
relation to trust management in section 4.4. Andlfy, section 4.5 is a summary

of this chapter.

4.2 Influences from a Multi-faceted Model of Trust that is

Personalisable and Specialisable

Influenced by Quinn’s trust model, we believe tlagplying the multi-faceted
model of trust in OSNs would help users to exptlees subjective views on trust.
Therefore inminiOSN trust is defined in abstract and concrete corsgepith
eight trust attributes, namely, credibility, honestreliability, reputation,
competency, belief, faith and confidence. And @gdirtan be given to all eight

trust attributes depending on how users view trust.
Also, an important change is made to the modelgkted average ratings of the

eight trust attributes are taken away from the gfesn this research for two

reasons discussed below.
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Presumed equal importance

If a weighted average is to be calculated of tighteirust attributes, it is presumed
that these attributes are equally as importantaak ether, which takes away the
very subjectivity factor we are trying to achieveem modelling trust in OSNs. If
a system is to calculate averages of the eight trangs, the freedom of
expressing trust personally would be taken awamftioe users as a result, which

contradicts with our research goals.

Suggested comparison

When associating scores with individuals, comparisbthe scores is therefore
suggested. However, such scores are simply repetssrs of subjective views
on the trustworthiness of the individuals in quastiComparing two people’s
average ratings may become misleading. For examntple, people may have the
same weighted average rating, however, one hasrkigbility rating and low
honesty rating, while the other has high honestipgaand low reliability rating,

how could we compare that one can be trusted rharethe other?

4.3 Influences from OSN User Behaviour and AttitudeSurvey

From our initial survey, we had found mixed opirgdn relation to the proposed
rating feature in OSNs. We recognize that the psedacsolution probably would
work very well in an e-market environment lilkemazon[Amazon] andeBay
[eBay] where users have no previous connectionf wite another, and are
building relationships from scratch, rating a persseems reasonable and
acceptable. However, in the OSN environment, thisertainly not the case. Most
users of OSNs are already friends with one anoted, they are building their
online relationships on existing friendships, wheméng a person they already
know personally seems difficult.

Due to reasons discussed above, in our designewidat! to take into account the
human feeling factor, and decided to make the gatgiven to connected friends

only viewable to the person who rated them.
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4. 4MiniOSN and Its Trust Mechanism

With influences from Quinn’s trust model and comsations for user
requirements, we introduceiniOSN an online social network with a trust rating
feature implemented, with the goal of letting ovaef profile resources — be it a
picture, a blog entry or a comment — decide: whoreee what, when they want
them to, depending on the situation.

miniOSNhas functionalities of a basic online social netitg website, it allows
users to create accounts for themselves with anaser and password and a valid
email address. Users afiniOSNcan then set up representations of themselves,
upload photos, post blog entries, as well as lgaddomments in connected
friends’ profiles.

Fictional characters from the situational comd€hyends [Friends] have been
created as users pfiniOSNto be able to show features and functionalitiethef
network.

Figure 4-1 shows the screenshot of the signup pageniOSN Figure 4-2 shows

the page where a registered user can edit hisfbélepdetails. Figure 4-3 shows
a member named Rachel and her current profile, thitimb nailed photos and
two blog entries, links are also provided to séefaher uploaded photos as well
as posted blogs; clicking on the title of one of biegs will direct her to the page
where that blog is located, along with a collectadrcomments left by others, as
shown in Figure 4-4, Monica has left a commentiation to her blog titledvVhat

have | become?
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MiniOSN - Windows Internet Explorer

a@ « | hepiiflocabhost:3000jusersiew

W

[ ’ Local intranet

| #100%

Figure 4- 1: Screenshot of the Signup Page

MiniDSN - Windows Internet Explorer

G@ [ htpiifiocaihost: 3000 users/3ecit [ [##][%] [search coogle |[2]-

B-E o - [hpage » EhTooks v

W @winiosn =
-

rachel_green@tcd.ie

born February 8 or May 5, 1970.

O | ®100%

[ q Local intranet

Figure 4- 2: Screenshot of the Edit Account Page
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7= MiniOSN - Windows Internet Explorer

@\ )~ [ httpsfocakostsaonnjusersys v [#)[x] | |E2E
W & [@MWOSN ]_} P v B - - [reeoe - GFToks -

ser: rachel

=

Home i
Blogs u

Logged in as: Member since July 30, 2007 22:31
rachel

Wy Account born February 8 or May 5, 1970
My Friends

My Photos

Ulmd Proy P OtOS

New Blog Post

See all of rachel's photos
Blog Entries

+ who have | become?!

L

See all of rachel's blog

Done &) Local intranet F100% -

Figure 4- 3: Screenshot of a User Profile

= MiniOSN - Windows Internet Explorer

@ € _‘/ ~ | httpsiflocalhast: 3000jusers/3fentries/14 DI ES 2]
W [@MWOSN 171 B- B @ - [hrage v {FTosk -
e who have i become?!
Logged in as Oh my God. I've become my father. I've been trying so hard not to become my mother, | didn’t
rachel see this coming.
My Ac_count
s Comments
My Photos
Upload Phot
New Blog Post At 11 Sep 22:23, ross said:
Logout
oh no, that's not true...
Delete this comment
Leave a comment
Set Trust Rating Requirements
Done &) Local intranet H100% -

Figure 4- 4: Screenshot of a User Blog and Commerntyy Others

The link “My Friends” on the left hand side of theenu bar directs a user to the

page where a list of all his/her connected frierepresented. As Figure 4-5
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shows a list of all Rachel's connected friendsmmiOSN by clicking on a
friend’s name, she will be directed to that frieng@rofile. The “Edit Friendship”
link will bring a user to the page where he/she specify information with
regards to a certain friendship, as Figure 4-6 shd¥achel can edit whether she
works with Chandler, or related to him by familyc.e

= WiniOSM - Windows Internat Explarer

w & |:éw,osw | fa- B de v |- Page = (7 Took = =
TR T = v "_ L 4. ag
Home L
Sige rachel's Friends
Logged in as: chandler L- Uploaded a phaoto about 1 month ago [Edit Friendship] [Current Ratings]
mmum phoebe £- Uploaded a photo about 1 month ago [Edit Friendship] [Curent Ratings]
My Frisnds monica L+ Uploaded a photo about 1 month ago [Edit Friendship] [Curent Batings]
My Phatos ross @ Uploaded a photo about 1 month ago [Edit Friendship] [Cutrant Ratings)]
o ane, lneyi-  Uploaded aphoto 2 days ago [Eiit Friendship] (Current Ratings)
Logout
oy S Local intranet Hoow -

Figure 4- 5: Rachel's Connected Friends
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7= MiniOSN - Windows Internet Explorer

@‘x v ] hitp:ffncalhost: 3000 users 9 frisnds/S;edit | [#][x I[o]-

P | @minosn = ‘ N R i v [hPage « ool ~

3 SR
lome H 1
T Edit a friend
Logged in as: Define your relationship with chandler
rachel
%";N-‘_C—'tm Friendship
My Friends . .
N PhoiEa O Contact © Acquaintance & Friend C None
Upload Photo _
New Blog Post ~ Physical
Logout Met
Professional
[ Co-worker [] Colleague
Geographical
O Co-resident @ Neighbor © None
Family
O Child © Parent O Sibling © Spouse O Kin & None
Romantic
1 Muse [J Crush [] Date [] Sweetheart
or cancel
Delete this friendship
Dane & Local intranet F100% -

Figure 4- 6: Screenshot of Editing a Friendship

When designing the trust management mechanistmioiOSN a great deal of

effort was put into its ability of capturing theahcteristics of trust as found in
the literature review, hence, all implemented tfestures are designed with the
aim of mirroring properties of trust as discussedaction 2.5.2.

miniOSN allows users to set trust rating requirementsgdakired, for each

uploaded photo, blog and comment, Figure 4-7 shaw®xample of the trust

attribute matrix for a blog entry, before postinge tblog, users can specify
requirements of trust rating values in order totamnaccess to this resource.
Similarly, by adjusting required values of the eigiust attributes before

uploading a photo or leaving a comment, users @uidd which friend(s) can

view them.
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7= MiniOSN - Windows Internet Explorer

@“ . = | & httpifflocalhost:3000jrstingitrust_setting_blog v [+][x o~

P | @minosn = ‘ P M- B = v [hress - {FTeos - T

o 7‘7— _."—‘—“_"“‘_.
Lt Trust settings for this blog
Logged in as: To read this blog, the following must be true:
rachel
e Trust Attributes
Iy Photos Reliability 2 | 10.0 ¥ |
Upload Photo —
New Blog Post  Honesty = | 10.0 v
et Credibility 2 [100 v
Reputation 2 [10.0 v
Competency = [10.0 v
Belief e [10.0 v |
Faith > [100 v
Confidence > [100 v
or cancel
Dane & Local intranet F100% -

Figure 4- 7: Screenshot of Setting Trust Requiremea for a Blog

Several important features @hiniOSN in relation to its trust management

approach are listed below:

Each user holds ratings of his/her connected freeimthe database

Trust is personalised, two people can have veryemdiit opinions of the

trustworthiness of the same person, as we havalfouthe literature review. To

be able to capture this property of trustmmiOSN each user holds ratings of

each one of their connected friends in the databdsatified by . For

instance, in Figure 4-5, user Rachel has five cctedkfriends in her profile, each
“Current Ratings” link will then bring her to the page where theehd’s current
trust ratings are shown. Figure 4-8 shows theodiSsRoss’s current trust ratings
according to Rachel, which are a different setadfigs than the ones Chandler has

given Ross as Figure 4-9 shows.
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= MiniOSN - Windows Internel Explorer

@; | & hepiifiocahost 3o00pratingfross _ratings o [ [x] | (2]
W o [@Mimosm ]71 fir- B - ® - [rPage - GTook - T
i Ross's Current Ratings
Loggedinas: IR r
My Account Reliability 10.0
J—m Efr‘f;‘dﬁ Honesty 9.0
Y 10108 gy
Upload Photo Credibility 10.0
wﬂ Reputation 10.0
— Competency 10.0
Belief 10.0
Faith 10.0
Confidence 10.0
Edit trust settings
Done &J Local intranet F100% -

Figure 4- 8: Rachel's Current Trust Ratings for Ros

7= MiniOSN - Windows Internet Explorer

@: 2 = | ] httpifflocahost:3000jratingiross_ratings v [#2][x] | |2
w oW [@MWOSN ]_} L B @ - s - Gos - T
Home L] H
e Ross's Current Ratings
B LE S Trust Attributes
Wy fei Reliability 100
My Friends Honesty 10.0
My Photos ———
Upload Photo ~ Credibility 100
w@ Reputation 10.0
s Competency 100
Belief 10.0
Faith 10.0
Confidence 10.0
Edit trust settings
Done & Local intranet F100% -

Figure 4- 9: Chandler’'s Current Trust Ratings for Ross

Trust is also asymmetric, by letting each user helmbrds of connected friends,

this also enables the possibility of expressing #siymmetry property of trust. For
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example, as talked about earlier, Rachel could tzavating of nine for Ross’s
honesty attribute, Ross, on the other hand, thitikshel is an excellent friend, as

Figure 4-10 shows.

{:; MiniOSN - Windows Internet Explorer

@; = | @) htpijilocsihast:300njrstingross _ratings v |42| x | 2-

5 = ) : ; =
WA | @miniosn - G- B - [k page - 0 Tooks -

IR
Rachel's Current Ratings

Home
Blogs

T IEC Trust Attributes

ross

it Reliability 10.0
My Friends Honesty 10.0
e o Credibility 10.0
New Blog Post  Reputation 10.0
AL Competency 10.0

Belief 10.0

Faith 10.0

Confidence 10.0

Edit trust settings

Done J Local intranet 100%  ~

Figure 4- 10: Ross’s Current Trust Ratings for Rabel

The owner of a resource is able to set the truguirements before distributing
that resource

In order to let users ahiniOSNhave complete control over their profiles and
resources in them, whether it is uploading a p&tyosting a blog entry or
leaving a comment in someone else’s profile, ag las you own this resource,
you can then decide the trust rating requirementghis resource.

For example, in the diagram below, see Figure 4us&r Rachel can click on the
“Set Trust Rating Requirements” link before uploading a picture in her profile,
which will then direct her to the page where thestrating matrix is, as Figure 4-
12 shows, she can then change the values of thamsaghe ratings she has given
her connected friends in order to grant differevels of access control to her

profile or certain resources in it.
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Figure 4- 11: Screenshot of the Photo Upload Page

Figure 4- 12: Setting Trust Rating Requirements foran Uploaded Photo
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All users and resources have default ratings obdof 10

Findings from our initial survey suggest that useray find rating a friend
difficult, therefore, they can choose not to use ithhplemented rating feature of
miniOSN by simply ignoring the trust rating values siratkare set to default 10
out of 10, which means that all connected frienals access all resources in a
profile, until a user makes changes to trust ratiof connected friends and/or

trust rating requirements for certain resource(she profile.

Figure 4- 13: Setting Trust Values for a Friend and~riends of the Friend

Users decide whether to transfer trust values heofriends of a friend

In miniOSN users decide whether they would like to expregst ttransitively.
Once a connected friend’s trust ratings have begrttee owner of the profile can
then decide whether the same set of ratings shieldransferred to all other
friends of this certain friend, whom the owner bk tprofile is not currently
connected to. For example as previous Figure 4hb8vs, once Rachel chooses
option “Yes” to the questionWould you like to apply these values to Ross’s
other friends?”, all other friends of Ross whom Rachel is natreected to would

have the same trust level as Ross’s.
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Users decide their connected friends to start witfatever ratings they want them
to

Although by default, all ratings are set to 10 ofitLO, however, the owner of a
profile can adjust these settings and decide ortevkba ratings they would like

their friends to start with. Hence, the freedonexpressing various levels of trust

among connected friends is providedrimiOSNusers.

Any connected friend’s trust ratings can be redetnever it is desired

In order to allow users express trust context-gpadly in miniOSN the owner of
a profile can change trust ratings for their come@cfriends whenever it is
desired, depending on the situation. For example,certain blog should not be
seen by a particular friend, the owner can adjust tratings of that friend so the

blog in question is not accessible by that person.

4.5 Summary

We have introducedniniOSNin this chapter, and discussed several important
influences on the trust management approach that veensidered when
designing this online social network. We have melignges to the multi-faceted
model of trust that is personalisable and speaiblées and discussed the reasons
behind such changes. In addition, we have alsoepted functionalities in

miniOSNaccompanied by screenshots of the trust managesystetm deployed.
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CHAPTER FIVE: IMPLEMENTATION

One thing only | know, and that is that | know mogh

~ Socrates

5.1 Introduction

This chapter concentrates on the implementatiorcgs® ofminiOSN and the
technologies used. In section 5.2, Ruby on Railbrisfly discussed, and the
various advantages for implementation of the ptogadlined. Then, in section
5.3, the set of technologies involved when buildmgniOSN are described.
Section 5.4 provides the architecturenohiOSNand explains how the website
works, followed by technical issues and challengesountered in section 5.5.

Finally, we summarise this chapter in section 5.6.

5.2 Ruby on Rails

In recent years, Ruby on Rails (RoR) has becomesrand more popular with
web developers due to its ability of building seb$calable and maintainable
applications quickly and easily. Many real worldblpations such aBasecamp
[Basecamp] an87signalg[37Signals] are powered by RoR.

RoOR is simply a set of libraries and tools, knoventlae framework, written in
Ruby to allow rapid development of web applications

Ruby [Ruby] was first introduced by Yukihiro Matsaotn, it is an open source,
object oriented programming language, with scrigptieature similar to Python
and Perl. Its object oriented concept from C++ diagda also maintains the

reliability of programming in addition to maintaing the security of code.
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5.2.1 Design Principles

Rails [Rails] is an open source framework, desighgd David Heinemeier
Hansson. Rails provides out-of-the-box scaffoldiw@jch can quickly construct
most of the logic and views needed for a basic webthe WEBrick web server
and other helpful development tools.

It has a couple of main design principles [Bradleurd007, p. 4]: don’t repeat
yourself (DRY) and convention over configuratioDRY” is self-explanatory. If
you have defined something once, you should not¢ hawefine it elsewhere. For
instance, once you have defined the column names database schema, you
should not have to repeat them elsewhere in yode.cbhis reduces the amount
of work and prevents inconsistencies in your code.

“Convention over Configuration” means a developelyoneeds to specify
unconventional aspects of the application. If yataklish a set of naming
conventions and suchlike, you can substantially down on the amount of
configuration that is required to set up handlerppiags, view resolvers,
ModelAndView instances, etc. This is a great benefith regards to rapid
prototyping, and can also lend a degree of comsigted~or example, if there is a

class in the model, the corresponding table in the detabs called

by default. It is only if someone deviates fromsthonvention, such as calling the

table “ ", that he needs to write code regarding these

names.

5.2.2 MVVC Architecture

The Ruby on Rails framework implements the modeiswcontroller (MVC)
architecture, which is a set of design patterns ahaws you to separate the data
model, the user interface, and the control logigafr application.
The Model in a Rails application holds all business logis, vaell as
maintains the state of the application. Models“ameart” domain objects
that knows how to persist themselves to a datalasather words, they

are the gate keeper as well as the data store.
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The View is simply a presentation of the data, it is reside for

generating user interface based on the data inMbdel. Views are
“dumb” templates that are responsible for inserping-built data between
HTML tags.

The Controller is responsible for arranging the application, @ndles

incoming requests, such as save new user accopaitel user profiles,
etc., by manipulating the Model and directing datthe View.

The following diagram shows the MVC architectureabstract terms.

\i)
4 Controller

o=
View \\(2)
‘\

~~] Model Model Layer

Presentation Layer

~

Persistence Layer

— 0

(1) Brower sends request
(2) Controller interacts with Model
(3) Controller invokes View

(4) view renders next browser screen

Figure 5 - 1: The MVC Architecture

For example, the application has previously disptagn upload photo page and

user with 9 has just clicked on the button after
attaching an image file from his/her computer. This button links
to .
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where Is an action in the application and 26 is thermdéid for

the photo being uploaded. The application firstcisehat user with id 9 is logged
in, the routing component in Rails receives themmg request and immediately

picks it apart. In this case, it takes, , as the name of the controller and,
, as the name of an action, and, 26, is by conmergktracted

into an internal parameter called . As the result of this analysis, the

router knows it has to invoke the method in the controller class

. As Figure 5-2 shows below.

D

Routing

2

|

|

\—L Photo
@ Controller

Display / \(3)

()

Photo - I
View T~ I
TS~ Active
Model

(1) http://localhost:3000/users/9/photos/create_photo/26
(2) Routing finds Photo controller

(3) Controller interacts with model

(4) Controller invokes view

(5) View renders next browser screen

Figure 5 - 2: Rails and MVC

The advantage of using such an MVC architecturthas the code is cleanly

separated into logical sections that are easyveldp, understand, maintain, and
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control. Because Rails make such architecturalsaets for you, you can then
spend more time working on the application and l@s& worrying about the
information flows within the system.

In a Rails application, all of the interaction witie database is performed through
ActiveRecordwhich is an Object/Relationship Mapping (ORMXdby that maps
the data stored in a database to a class in yqulicafon. This allows you to
access your data without having to worry aboutSkH. queries or even exactly
how the data is accessed.

ActionPackprovides the “view” and “controller” of the MVCaatk, and is simply
a collection of libraries and tools to help youlbduiveb applications. The view
part of ActionPack is used to create the web p#umsselves. The controller part
of ActionPack is the glue that holds the applicatiogether.

For example, iminiOSN to add a user account system along with an sxterfo
allow users to sign up, log in and log out, wetfgreate the database migration
file, as the code snippets in Figure 5-3 shows.

T #
$

% %
$ & & ‘()&
$ & & (*+&
$ & & ')
$ & & (& (
$ & -
$ &
$ &
$ &

&

$,

Figure 5 - 3: The User Table Migration File Snippet

We then define the validations for the model, st thholds user data and stores
information such as each user’s login details,igareé 5-4 Shows. We use a one-
way hashing algorithm to store users’ passwordgesiSHA-256 is part of the

standard Ruby libraries.
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Figure 5 - 4: The User Model File Snippet

We now build the users controller and use the3 method to

display the profiles of users referenced by thegroames, as the following code

snippets show.

$ 4 < =5
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$,
''$4 < =5
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' J&
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Figure 5 - 5: The Users Controller File Snippet

And finally, we completing the application by criegtthe views that correspond
to the actions we have created tmers controllers as code snippets shown in
Figure 5-6 and Figure 5-7.

@
@ Q(
@ & '( % % AQ@(
( (@ % - & B ') @ (
(C (@ % - & B ( @( (
(G (@ $ , , & B (
a( (
(G (
@s$ |, : & B ( @ (
( (@ $ - &
@( (
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@ 1/ /e

@ AO(
Figure 5 - 6: The New User Sign Up View Snippet
(O
@ & '(E (I IF % % A@(
( (@ $ - & B (o (
(G (@ s , , & B
@( (
@ D 1@
@ o

Figure 5 - 7: The Login View Snippet

5.2.3 Metaprogramming

Rails uses a technique called metaprogramming tmater domain-specific
language (DSL), i.e., web applications are the dopsand Rails is a language that
helps us describe our problems within this domain.

The ORM ActiveRecord provides a DSL for accessheggdata, which means that

we can use commands like 3 instead of having to go

through lengthy sections of code that connectdatabase, perform a SQL query,

and then process the results.

5.2.4 Test Driven Development

The Rails framework comes complete with integradetomated testing tools,

which make it incredibly simple to write unit, furenal, and integration tests. As
writing the tests is so simple, it makes senseritewhem at the same time as you
develop the code, instead of leaving them till Yeey end of the development

cycle and not being able to give them enough attent
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5.2.5 Rails Plugins

Rails plugins are either extension or modificatidrihe core framework, they are
self-contained libraries made especially for Rallkey are a great way to reuse
someone else’s code or to package your own codeefme. Plugins provide
[ROR, 2007]:

a way for developers to share bleeding-edge idadsowmt hurting the

stable code base

a segmented architecture so that units of codebeaiixed or updated on

their own release schedule

an outlet for the developers so that they don’tehtvinclude every cool

new feature under the sun

5.3 Building MiniOSN with Ruby on Rails

miniOSNruns on Instant Rails 1.7 [Instant Rails] for Womgs, which is a one-
stop Rails runtime solution containing Ruby, Raflpache, and MySQL, all pre-
configured and ready to run.

A CD-ROM containing the complete source codenaiiOSNRails application is
also provided with this thesis.

Figure 5-8 shows a file directory of tn@niOSNapplication, and a list of all the
controllers that have been created in the project.
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Figure 5 - 8: miniOSN File Directory

miniOSNhas the following main functionalities:
A login system, allows users to create user accoamdl add profiles about
themselves. A registered user can then log in withsername and a
password.
A blogging engine, allows members to create them blogs.
A photo gallery, for each user, allows memberspgmad their photos to
their profiles and supports thumbnails of each phot
A trust management system, allows users to anntiage ratings among
connected friends, and grant access to specifieddrby setting trust
requirements against that person’s trust ratingesl
Strongly influenced byPractical Rails Social Networking Sitg@radburne,
2007], all features follow the MVC architecture sdy, separate data models,
user interface and control logic of the applicati@everal techniques used are
discussed in section 5.3.1, 5.3.2 and 5.3.3.
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5.3.1 RESTful Rails Routes

Rails supports mappings between URLs and contsobessed on the concept of
Representational State Transfer (REST) [Bradbu2€67, p. 22] REST describes
a set of architectural principles for building as®m such as the Web. By REST
principles, the Web is considered to simply beleection of resources, and a web
page is a representation of a specific resourceutiliging the HTTP protocol,
actions such as getting, setting, or deleting dbjean be performed on these
resources. Also, other representations of resoursesh as in XML can be
provided.

To make building REST resources easy, we can #tatea controller provides

access to a resource in the Rails routes file $ . Doing this

automatically sets up a number of mappings. We siaply need to provide the
code to implement the standard REST methods thi &gects.
Rails uses the HTTP request meth&iSH I9H , H , and8CDCHCtogether

with the URL, meaning that the same URL can havierdint responses
depending on which HTTP method is used. For exangndJRL with

HTTP request metho@CHwould invoke the - action in Rails and return a

collection of all current users registered, while same URL with HTTP request

method I9H would trigger the action in the Rails application and

create a new user.
If other actions besides the standard actions geavare desired, we can specify

extra actions for a collection or for a memberhaf tesource in the file.

Also, Rails allows you to respond to requests fflXresponses of these actions.

5.3.2 The Plugin, ImageMagickand RMagick Libraries

Like most OSNsminiOSNallows registered users upload photos from th€is P

to their online profiles. In order to work with walded files easily,
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plugin [attachement_fu plugin] was used to helpnaging
files, as well asJ # 7 [ImageMagick] and"# 7 [RMagick]

libraries, to create thumb nailed versions of tietps. For reasons discussed
below:

Image file size concerns

Digital images can easily be 2MB or 3MB in size. ié¢fhis of no problem if only
dealing with a small number of files, however,ecbmes very difficult to manage
when thousands of users each upload hundreds tdgriaphs, in that case, either
a very generous hosting provider or a dedicatedeseawith a large amount of
online storage is needed. This also has an effeth@bandwidth that the site will
consume. Almost certainly, the site will be hosteith a shared host, a virtual
private server (VPS), or a dedicated machine apliaation, meaning that an
allocated amount of upload and download bandwltieieded.

Security concerns

If we allow users to upload and store any type il&#sf and allow others to
download these files without checking the file sizdile type to make sure that it
is a valid image, it is possible that maliciousraseould take advantage of the
system, i.e., to store other types of files, terafit to hack or break the site by

uploading illegal or malicious files.

The plugin
Developed by Rick Olson, the plugin automatically

recognizes file types and can be configured toraatwally create different sizes
of thumbnails for images. Also, it is possible tonfigure several methods of
storing the uploaded data, by default, it stordeaged files in the database.

We used the 3 command to install the
plugin, from the following vendor address:

http://svn.techno-weenie.net/projects/plugins/ditacent_fu

To make use of : statement needs to be
added in the model which was created to store file uploadsiniOSN
Figure 5-9 shows code snippet of the database,evher 3 is the
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Multi-Purpose Internet Mail Extensions (MIME) foraf the uploaded file,

is the original naming, bytes of the uploadediBlstored in B ; if

the file is a thumbnail,

stores the id of the parent file and

is the name of the size of thumbnail as specifiadthe

statement; width and height of an image file dmresl in

pixels, and finally,

is used to store the uploaded files.
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Figure 5 - 9: The Photos Table Migration Snippet

ImageMagick and RMagick libraries

To create thumbnails for the images, two libratese been installed: namely

ImageMagickandRMagick

ImageMagickis an open source set of general-purpose imagegsng libraries.

It can read, convert and write images in a vardtiprmats including DPX, EXR,
GIF, JPEG, JPEG-2000, PDF, PhotoCD, PNG, Posts&ifis, and TIFF.
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RMagickis a Ruby interface to thienageMagicklibraries, that makes resizing,
cropping, and rotating images easy, also, it isibs to apply special effects such

as blur and sharpen as well as producing compioséges.

We used the Windows binary version BMagick namely, rmagick-win32
RMagick 1.15.9 binary gem for Ruby 1.8#hich includes thdmageMagick
libraries, from theRMagickRubyForge project page:
http://rubyforge.org/project/rmagick

After installing thelmageMagickfirst, we used the command to

install the binary version d@Magickgem.

When creating the model, we can then simply specify that the image

processor uséRMagick as Figure 5-10 shows below.
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Figure 5 - 10: The Photo Model Snippet

Two thumbnails are created for uploaded images, wa®ed , with
160x120 pixels, and the otheB , which is specified a8 ( , meaning that an

image will be resized with the width of 50 pixelbile keeping the aspect ratio of

the original image. The statement also specifies that only file

types that are images will be accepted and thain@meémum size of an uploaded
file will be 5SMB.

Also, we used a validation method introduced by the plugin,
! , Which ensures that the attachment meets the

requirements of being a file, i.e., having a s&epntent type, and a file name.

The relationship with the model is also stated.
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5.3.3 XHTML Friends Network Microformat

Microformats [Microformats] are simple, open dabanfats that allow you to add
semantic information to XHTML documents and allosers and applications to
extract meaning from that page based on the markligroformats build on
existing standards rather than trying to develeyhale new markup system. They
are designed to address small, specific uses tiosse®f markup, such as contact
details or calendar entries. By default, they doamange the way a page is shown
in the browser, but the extra information that thmgvide makes it easy for
software to understand the data on the page.

XHTML Friends Network (XFN) microformat [XFN] wassed inminiOSNwhen
displaying a link to a user, so that extra infonmratabout the relationship to this
user can be added.

XEN was developed by Matthew Mullenweg, Eric Meyand Tantek Celik,
outlines the relationships between individuals lefirdng a small set of values
that describe personal relationships. In HTML artdTXIL documents, these are
given as values for the  attribute on a hyperlink. XFN allows authors to
indicate which of the blogs they read belong teerfds, whom they have
physically met, and other personal relationshipguie 5-11 shows the migration

of the friendships table iminiOSN and Figure 5-12 shows tkeiendship model

using XFN.
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Figure 5 - 11: The Friendships Table Database Snigp
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Figure 5 - 12: The Friendship Model Snippet

Also, XFN allows the embedding of information abeoelationships into the

attribute of an HTML or XHTML anchor tag, addinghaman element into the
link rather than just a pointer to an URL. For argte, if we want to link to user
Rachel with id 9 orminiOSN is a friend of hers, and have met her, we could
specify the attribute as:
> > >
>
This information can then be displayed alongsidelihks using CSS. Since the

markup is very simple and easily understood by Iwimans and applications, it
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is very simple for new applications to be developsihg this information. Within

the attribute, a number of types of relationships banspecified, separated

by spaces.

Because the  attribute is just part of the normal anchor tags very simple to

implement and is transparent to the user.

5.4miniOSN Architecture

As Figure 5-13 shows belowniniOSNuses the MVC architecture powered by
Rails, handles incoming requests from the clienséyding HTTP requests to the
Mongrel server, which then forwards the requesth®s router, the router then
finds the appropriate controller that will intersetith the model, the model then
sends queries to the MySQL database and receivetedar from the database
before responding back to the controller, whicmthevokes the view, telling the
view to prepare XML, XHTML and CSS files for thetdaand finally, the view
sends back the representation of the data to theser.

~

T -

Figure 5 - 13:miniOSN Architecture

Mongrel is a fast HTTP library and server for Ruhwt is intended for hosting
Ruby web applications of any kind using plain HTi&®her than FastCGl or
SCGL.
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Incoming requests are first sent to a router, whiabrks out where in the
application the request should be sent, and howetipgest itself should be parsed.
Ultimately, this phase identifies a particular noathi.e., “action”, somewhere in
the controller code. The action might look at detahe request itself, might
interact with the model, or it might cause otheiiaars to be invoked. Eventually,
the action prepares information for the view, whiehders something back to the

user.

5.5 Implementation Difficulties

Malfunctioned Ajax and CSS star rating system
Originally, we planned to implement a Rails basgdxAand CSS star rating
system [Naffis, 2006], the rating system reuseslagant CSS only star rating

system [Rogie, 2006] and Chris Ingrassia’s plugin

[act_as_rateable plug_in]. So that when a userrisotfe& mouse over the stars,
they can see changes in colours and by clickinghenstars, a user can rate a
friend’s trust levels as well as setting trustngtrequirements before distributing
resources in their online profiles mniOSN

However, several problems were encountered duni@gniplementation of such a
rating system. First of all, the system was limiteene rating per page, secondly,
it was limited to one type of object, and most Ibf ia did not work with objects
that were subclassed.

A similar tutorial [Ryan, 2003] fromMidnight Oil [Midnight Oil] has been
investigated carefully, unfortunately, no solutidmsve been developed to tailor
the needs ominiOSN After countless attempts, the idea of integratugh a
rating system in the application was abandoned.

5.6 Summary

We have provided several reasons for the decidiarsiog Ruby on Rails for the
development ofminiOSN in this chapter, as well as discussing various
technologies used in detail. In addition, we hakesented the architecture of the

website, and difficulties encountered during thelementation stage.
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CHAPTER SIX: EVALUATION

The best way to predict the future is to invent it.

~ Alan Kay

6.1 Introduction

To evaluate the trust mechanism employethiniOSN we created two scenarios,
and compared the performancesnohiOSNto that of a popular online social
network in the created situations, as well as un&ing OSN users on the trust
management approach developed. Background infasmafithe scenarios is first
provided in the next section, and then the perfoigea ofminiOSNandBeboare

compared in section 6.3. Evaluation interview reswind analysis are then
presented and discussed in section 6.4. And finadlgtion 6.5 is a summary of

this chapter.

6.2 Scenario Description

In order to find out how well the proposed solutgatisfies users’ need to express
trust subjectively, two situations have been cikathere trust needs to be
modelled asymmetrically, transitively, personallpdacontext-dependently in

mMiniOSN

As mentioned earlier, we have created fictionalrati@rs from the situational

comedyFriends as registered users aiiniOSN Ross, Joey and Chandler are
three friends connected to each othermmiOSN besides Ross and Joey,

Chandler also is connected to a third person Monica

The scenarios are set with the following backgrouRdss got three tickets to a
New York Rangers game and wanted Joey and Chatuallgo along, however
Chandler noticed that if they did go to the gameytwould not make it back in
time for the Thanksgiving dinner which Monica hostgery year, therefore he
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tried to persuade the other two not to go themseérther. Although Ross and

Joey agreed that it would be a bad idea to go, #eeyetly went to the game
anyway.

6.2.1 Scenario One

Joey took a picture at the game and decides tadptdo his online profile. With

two connected friends Ross and Chandler to hislerdoey knows that if he does
not set trust rating requirements for the photoar@@er would find out that they
had gone to the game, however, the picture shooldba a secret from Ross.
Also, Joey can decide whether other friends of @manwhom Joey is not

connected to should be able to see this photo.

In this Scenario, trust needs to be expressed asymeally as well as context-

dependently, although Chandler has default trustga for Joey, Joey does not
feel the same way about Chandler in return in given situation. Trust is also
personalised here, since Ross and Joey would hHgeedt trust ratings for their

mutual friend Chandler. And finally, trust can beeessed transitively when Joey
decides whether Chandler’s other friends shouldtse@hoto.

6.2.2 Scenario Two

Uploading a photo and posting a blognmniOSNworks the very same way, but
what happens when a comment is left in someonésgisafile?

In the second scenario, Ross posted a blog talkdnogit the Rangers game days
before the event, and Joey wants to leave a comfmeRss which concerns the
meeting up time, that should certainly be viewdbjeRoss since it is going to be
left in Ross’ profile. However, considering Ros®ey and Chandler are all
connected to each other, Joey may suspect that iResthe default trust ratings
for Chandler which would enable Chandler to seeyhimg in Ross’ profile. To
prevent the comment from being viewable to Chandisr the owner of that
comment, Joey can then set trust rating requiresnimtthis particular resource
and stop Chandler from reading the comment.

64



6.3 Comparison ofminiOSN and Beboin the Given Scenarios

We are going to takdebo as the representation of notable OSNs due to its
popularity with participants who took part in ouritial survey, discussed in
Chapter Three (see Figure 3-2), and compare peafacas ofniniOSNto Beboin

the given scenarios. As we are interested in miodellarious degrees of trust
subjectively among friends of a user, we say tbayhas set his profile “private”

in Bebq meaning that only people who are connected todaimsee his profile.

In scenario one, once Joey uploads the Rangers gaote inBebq all of his
connected friends would be able to see it. Jodlasefore, forced to grant Ross
and Chandler with the same trust level, even thdogthis situation, Joey does
not trust Chandler to view the picture. Hence,ttrtnBebocan not be expressed
asymmetrically, nor can it be tailored to a persised view depending on the
context. And finally, since Joey has set his peofirivate, Chandler’s friend
Monica therefore can not see Joey’s uploaded @ctwhich means that trust is

not transitive.

In scenario two, once a comment is left in Rossidile, all of Ross’s connected
friends would be able to see it, meaning that biethowner of the comment: Joey,
as well as Ross’s connected friend Chandler cam the comment. liBebq Joey

has no way to prevent that from happening.

The two scenarios show thatBebqg users can not express their subjective views
of trust among their connected friends. Trust siased to be symmetric and non-
transitive by the system, there is no such notibooatext-specific, let alone any
personalisation of expressing the trustworthinéssparticular friend.

With the first scenario inminiOSN trust can be expressed asymmetrically
depending on the context, where Chandler may hafaul trust ratings for Joey,
Joey, on the other hand, does not trust his fritaedsame way in return. He could
degrade Chandler's reliability rating for exampladalet the trust rating

requirements for the photo remain the default \&lneorder to restrict Chandler’s
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access to it, but not Ross. When designing ouricaijan, we have taken into
account with the human feeling factor, and sincer@ler does not know the
existence of such a picture, he would not have beenby it.

As well as expressing trust asymmetrically depemdin the context, iminiOSN
we could also portrait a personalised view of thesttvorthiness of the same
person, as the second scenario shows. Ross troatedl@ér with all things in his
profile, but Joey thinks otherwise and does ndatt@handler with the comment
he left in Ross’s profile, by decreasing Chandlénst ratings, he then prevents
Chandler from reading the comment. In this situgtithe system obeys Joey’s
trust requirements for the comment, not Ross’s.

And finally, in miniOSN we do not presume that trust is not transitive, give
our users the freedom to express their views orstigect. Whether trust can be
transitive or not is user’s personal opinion, Jaeyn choose to let all other
Chandler’'s friends have the same set of trust gafirmeaning that trust is
transitive; or he can choose the optid#o” when asked Would you like to
apply these values to Chandler’s other friends?”, by which, he can express

that trust is non-transitive if he likes.

6.4 Evaluation Interviews

In order to find out what users think of the desagd functionalities ominiOSN
in relation to expressing various subjective viemstrust, we chose to interview
several OSN users and gather their opinions oprbygosed solution.
We wanted to find out:
whether there is a desire to express various degofetrust among
connected friends in OSNs in general;
how well can users ahiniOSNexpress the trust characteristics found in
the literature review;
is the proposed rating feature helpful in gainirgtér control of user
profiles and the resources in them;
can such a rating system hurt friendships;

and what needs to be refined in our application.
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The interviews were held on a one-to-one basisquadistions were open-ended
with regards to answers. There are three partisetonterview questions, the first
part aimed to find out do users feel the need pess their various levels of trust
among their connected friends. The second parthef ihterview questions
concentrated on the given scenarios and gatherdedteer opinions on how well
can users irMmIiniOSN express their subjective views of trust asymmaillsic
transitively, personally and context-dependentlyndA finally, we asked
participants how they felt about the proposed truahagement solution that is
integrated imMiniOSNand possible refinement of its features.

The complete evaluation interview questions atedisn Appendix .

6.4.1 Volunteer Background

A total of nine volunteers took part in our evaloatinterview, all of whom are
familiar with the concept of OSNs. Four candidades from M.Sc. in Computer
Science — Networks and Distributed Systems prograjithree others are from
the Knowledge and Data Engineering Ph.D. researchpg with the remaining
two participants from non-technical background.

6.4.2 Results

From the first part of the questionnaire, seveariniewees stated that they did not
trust their connected friends equally, hence, tfedlythe need to express their
various levels of trust among these friends in QSNswever, two other
participants found such a feature was not realbessary for them since they only
used OSNs irregularly, so that they could keepouch with people they hardly
have any time for, and most of all, they did notintan their profiles with many
resources and therefore, felt that there really measeed to distinguish one friend
from another since nothing was meant to be a s&oretanybody.

When asked whether they could relate to, or imagituations where they wished
they could have had a way to decide whomever friensee whatever resources
in their profiles whenever they wanted these freetm except one person, eight
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candidates stated that such situations were irndgitan OSNs they had
experienced.

All of the interviewees felt that in the given seeps, users could express trust
asymmetrically and personally. However, in the sécpart of the questionnaire,
we found that when asked whether participantstfelt they could express trust
transitively depending on the context, candidates dontradictive views on it.
Although three people felt that users nmniOSN could express whether they
thought trust was transitive or not, six others feat this arguable characteristic
of trust was not modeled well. At the moment, usemrminiOSNcan only choose
one of the two given options when asked whethey weuld like to apply a same
set of trust ratings for all other friends of a neoted friend, in other words, they
can only state either they want to set the exaoesaust level to every friend of
the connected friend, or have no trust at all tolwahese people. This is a very
clear-cut approach, people who believe that tesstlldecreases as links between
connected nodes grow longer can not express suigwan miniOSN

And finally, can trust be expressed context-depetiglein miniOSN? Seven
candidates felt that this is indeed the case. Hewdawo participants disagreed,
stating that the notion of trust is context-specivas not captured well. For
example, imagine that Rachel has a picture thabshewants her partner Ross to
see, and not by her family members, however, shpdre to have the same set of
trust ratings for both Ross and her mother Sar&an this case, if Rachel wants
to restrict Sandra’s access to that certain pictsihe will have to degrade her
mother’s trust ratings, which would then triggeclaain of events, as a result,
Sandra would no longer have access to all othenqare resources in Rachel's

profile.

In the third part of the interview, we concentrated the trust management
mechanism used iminiOSN namely, the trust rating feature, and gathered
participants’ attitude towards such a proposedtswiu

Seven interviewees felt that such a feature wasnmimane since the owner of
the profile is the only person to see it. And iat#mngly, one person mentioned
that even if such ratings are visible to otheni, s would not feel it is inhumane

in any way, stating that it is possible to hurt 'snfeelings, but this should not

stand in the way of new technologies.
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We found that the eight trust attributes, relidpilhonesty, credibility, reputation,
competency, belief, faith and confidence were vagfusing to many. Several
people mentioned that they found it hard to undestthe concepts, as well as
distinguishing them from each other when “not otilg attributes overlap each
other, the differences among them are so subtlet. éxample, three people
mentioned that they simply could not tell faith dmelief apart, and two people
felt that “competency” seemed out of place in anlNG&hvironment, since it is
very business like. Also, we found in our intervéethat the number of trust
attributes were overwhelming to many. Candidatggested that it is possible to
express trust with just three or four of thoseilaites instead of having all eight
of them, which would in turn help them see theeat#hces in the concepts and
make full use of their understanding of them.

How did our candidates feel about associating nusbéth the eight trust
attributes then, was it easy for them to so? Agamhad a similar finding here,
where four interviewees felt that it was easy fbem, the majority of our
participants felt that since understanding the epts were so hard for them,
consequently, they found it difficult to give numbdor them. Also, two people
suggested using visual aid such as sliding barghierrating system instead of

using numbers.

Overall, seven volunteers felt that the trust magm implemented iminiOSN
did help users express various degrees of trudtjtaalso helped users to gain a
better control over their resources in online pesti However, it was mentioned
that the rating system iminiOSNseemed to be over-complicating the situation,
especially when it is difficult to understand theributes for a start, several
candidates felt that it would be just as efficiantl effective if users of a profile
can simply specify which friend should see whabueses without having to go
through such work load by giving rating matrix &rery one.

6.4.3 Analysis

From the evaluation interviews, we have found timatst people would like to

express their subjective views of trust among cotatefriends depending on the
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context in the OSN environment, and many felt thatproposed solution would
help users gain a better control over the resourcesiline profiles. However,
refinement is necessary on the design and usefao&e

From a design point of view, we need to considenes such as manageability. At
the moment, iMminiOSN we are relying on users to keep track of allttraings

of their connected friends, which works well on @edo-one basis, however,
when one has to manage a large number of friehdmcomes difficult for the
user to keep track of various sets of numbers.

Also, user interface needs attention. We could emgnt features where once a
set of trust rating requirements has been set fogrtin resource, users should
then be notified with a list of connected friendsiovndo have access to the
resource, in order to avoid mistakes caused by huereor. Besides such a
function, it would also be convenient to let uselsarly see a list of all their
connected friends and their given trust ratings; é&asy comparison and

readjusting.

The proposed solution addresses the problem ofkada personalisation when
modeling trust in OSNs, however, a common view thadt level decreases as the
link between nodes grow longer is not being captuvell at the moment. Also, as
mentioned in the previous section, what happensvehgerson’s trust rating is
readjusted? Currently, such an event would resulestricted access to previous

resources, which clearly, is a major problem tlesds to be solved.

Finally, we need to take into account of the limidias of our interviews, since
most candidates are from the discipline as theaaugh well as Quinn who is the
owner of the multi-faceted model of trust. Due istbackground, such close
associations may not be well positioned to prowbgctive views on the trust
management approach appliednmiOSN

6.5 Summary

In this chapter, we have evaluated the trust mashamused inminiOSN by

comparing its performance to a popular online sooetwork in the given
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scenarios as well as collecting user opinions fom@a-to-one interviews. We have
found that the proposed solution has a better obmtver user profiles and
resources in them, however, it also has severafaliions, therefore, refinement
of the design and functionalities require furtherdy. In addition, we have shown
that the proposed solution has received mixed op@iregarding its trust

management approach.
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CHAPTER SEVEN: CONLUSIONS

A journey of a thousand miles begins with a siistée.

~ Lao-tzu

7.1 Project Summary

The initial goal of this research project was taodfiout whether users are happy
with current trust mechanisms employed in OSNs, whdther a multi-faceted
model of trust that is personalisable and speaiblées would be welcomed in
OSNs, and most of all, would the proposed solutmilress issues such as
expressing trust asymmetrically, personally, triavedy and context-dependently.
From the state of the art studies, we have fouatiiirious notable OSNs employ
simple, “one-size-fits-all” access control methodsat ignore important
characteristics of trust, and we suspect that thesent trust mechanisms can not
cater for the online community’s needs of expragsiast freely and subjectively.
Hence, we designed our initial survey to find dudur suspicion was reasonable.
From the initial survey, we have gathered evideheg current trust mechanisms
have not achieved user satisfaction, and theré&asig support for a better trust
model. However, a rating system has received miapthions, where some
supports such a feature in OSNs, others strongiggdee. Since the findings of
many questions were contradictive, we concluded sbhah an outcome maybe
due to the limitations of the questionnaire singetheir very nature, survey
guestions are open to interpretation, and it wcwedtoo early to abandon the
proposed solution.

Therefore, in order to determine how the proposelition would be truly
received by the online community, we designed anglementedminiOSN by
which, we aim to solve several problems that hawebeen addressed by current
trust mechanisms in OSNs, as well as gathering oglions on the proposed

solution.
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From the evaluation of the trust management syateminiOSN we have found

that users have mixed opinions about the ratintyfeaMost people find the eight
trust attributes confusing and difficult to undarsl, several refinements have
been pointed out in relation to the site desigiweB as the user interface. But
overall, the majority of people felt the rating &ya provides users with a better

and flexible control over resources in their onlprefiles.

7.2 Contribution

During this study, several valuable findings haeerbdiscovered.

First of all, our initial survey has gathered aglamount of data regarding OSN
user behaviours, their opinions of current trusthamisms deployed in notable
OSNs, and most importantly, there were strong atas that OSN users are not
satisfied with current trust management systems arizetter trust model that

enables users to express trust subjectively isomsdcl.

Secondly, with support for a refined model of trastwe have found in the initial
survey, and influences from Quinn’s multi-facetecbdal of trust that is

personalisable and specialisable, we have desigmédmplemented a small scale
OSN with a trust rating system that operated welhgroof of concept to gain
potential user feedback. In addition, this real ld@pplication of the model sets

foundation for further studies in the topic area.

Thirdly, our study of the integration of the propdsmulti-faceted model of trust
in an OSN environment has received mixed revievevefl limitations of the

design as well as refinement on the model have bee&d in our research. We
suspect that such a proposed model would work iwelh e-market environment,
where users do not have previous relationshipsneffhind are building trust for
each other from scratch; however, in an OSN enwmeamt, the situation is

different, most users have already built friendshand trust for each other,
although most of our evaluation candidates feelrdiag system indeed helps

users gain a better control over resources in Blgranany felt the trust attributes
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confusing, which poses further research questiomaf could we refine the

proposed model of trust for better user interastion

And finally, we have also noted limitations of tpeoposed solution as listed
below:

Unsolved chain-reaction problem

Once one’s trust ratings have been brought dowa $et of lower scores, this
person therefore, can no longer access resouraéswvidre uploaded previously
with higher trust rating requirements. Currentlye tonly way to let them have
access to previous resources is by readjusting taig requirements for the
resources, which, as a consequence, would thett nedwaving restricted access
for all other people who did have access to somihede resources previously.
And to solve the same problem for all these otleapge, the same circle repeats.
Therefore, to eventually have everything organidee;omes hectic work and

trouble for the average user.

Management issue
As mentioned before in section 6.4.3, at the momntéetsystem is relying on the
users to keep track of the sets of ratings they e given to their friends,

which can become overwhelming if one has many fisen

Limitation when expressing trust transitively

From the literature review, we have found thasiarguable to state that trust is
transitive. Some say that trust is non-transitiothers believe that as the link
between the connected nodes grow longer, trustl leleereases. In our

application, users can choose whether or not thayldvike to apply a same set
of trust values for all other friends of a conndcteend, and this is the only way
to model this arguable characteristic of trust. Mdge not implemented features to

let users to express a degrading trust level irdesign.
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7.3 Future Work

To continue further studies of the proposed sofytadtention needs to be paid to
refining features iminiOSNas discussed in Chapter Six, as well as addretsing
limitations of the model as mentioned in the pregigection.

Besides these areas, several other possibiliteediacussed here:

Reduce the number of trust attributes

As our findings in the evaluation interviews sudggesany feel that the number of
trust attributes are overwhelming. Instead of hgweight attributes, could we
reduce them to a total of four possibly? As we lidcam the initial survey (see
Figure 3-11), honesty was most valued, followedcbgdibility, reliability and
reputation. Are just these four attributes enowgtefine the broad and subjective
views of trust? The answer to this question liehwhe users, more surveys and

experiments need to be carried out.

Choose collections of trust attributes and assigarfties to them

By reducing the number of trust attributes, we mnsktricting ourselves to a
limited design right from the start. Hence, instefdutting down on the number
of trust attributes, another alternative is to Users decide what trust means
individually, so that each user can have their vewn model of trust. For
example, trust, in one person’s opinion, can meaombination of credibility,
honesty, reputation and confidence, while for aegthrust may stand for
competency and reliability. As well as letting sty choose collections from the
given eight trust attributes, we can also let userdecide which ones are more
important than others, by assigning priorities herh, which means, that users
would have the freedom of expressing trust in @gageindividual depending on
the context. For instance, a friend’s reliabiliy inore important then his/her
honesty in certain scenarios, while at other tinmesypetency is valued more than
reputation.

By having such features, the application would @ehibetter personalisation
when modelling trust in the OSN environment, whesers can tailor their needs

by creating different models of trust in the samdividual for different situations,
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and their various levels of trust as well as ddfarkinds of trust among connected

friends.

Make trust ratings visible to others

Our application has been hugely influenced by theirfigs from the initial survey,

where a strong disliking of the rating feature wassented, mainly due to worries
of hurting friendships and concerns of the possgjbibf encouraging online

bullying behaviour. Therefore, in our design, wevénaecided to let ratings for
others be viewable by the owner only.

However, at the stage when we carried out ourinstirvey, participants had very
little idea of the functionalities of such a ratirgystem, and without any
knowledge on the proposed solution, they have ogeel a sense of insecurity.
As we recall from the evaluation interviews, onespe stated that even if trust
ratings are visible to others, he still thoughtwibuld do no harm and had
expressed a strong interest in using such featur&é3SNs if they were to be
deployed.

Therefore, we foresee experiments and the apitaif an OSN where ratings
are visible to others. And we believe that compuarisf the two websites could

bring us to some very interesting findings and dasions.

Security issues

Database design requires care, a secure systerme adr&identiality, integrity and
availability concerning trust ratings must be bastwe develop our application. If
ratings were to stay private, it is possible thatioous users would be interested
to find out what ratings one has given anotheef@ample. We must prevent them
from hacking into the database, either temperirtt Wie values in the database or

distributing such information to third parties.

Find out user requirements

Since OSNSs are user-centric by their very natusegback to our customers for
guidance is always a good idea. Further studigsush management in OSNs can
look into the broad population and find out whatergs really want when

expressing trust in OSNSs.
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Real world deployment and case studies

Finally, it would be very interesting to see useaations to a refined model of
trust. Hence, development of a real world applaratvould further this study and

we can then gather a much larger audience for vatuation of the proposed

solution.

There is certainly, a huge scope for the contilmumadif research in the area of trust
management in OSNs. Case studies could be designttkle various issues

discussed in this thesis. Besides experimenting witline communities in the

broad Internet context, it would be also very iagting to address issues with
OSNs used in organizations and centre around phaticiser requirements in a

work setting.

7.4 Final Remarks

On the &' of September, 2007, BBC News reported tRaicebookhas added a
public-facing search which would “initially allowngone who is not registered
with the site to search for a specific person. Mooatroversially, in a month's
time, the feature will also allow people to tractwsh Facebookmembers via
search engines such as Google” [BBC News, 2007¢okting to BBC, this
public search listing will show the thumbnail pictuof aFacebookmember as
well as links allowing others to interact with theiowever, in order to add
someone as a friend or send them a message, thenperust be a registered
member. Users who want to restrict what informatsgavailable to the public or
opt out of this listing feature can change theivay settings in the coming
month.

Critics have expressed concerns and disappointiethe move. Technology
writer Om Malik commented that the move “transforRecebookfrom being a
social network to being a quasi-White Pages ofwed” in his blog GigaOm
[GigaOm]. Mr Malik, and others, are concerned alibatdata trail that people are

routinely leaving behind them on social networkargl other sites.

The author believes that such a move highlights ithportance of having

complete control of online profiles in OSNs, esp#githe resources presented in
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them. Once such a public listing feature is in gJ&@ckbookwould then assume
that once such a function is enabled in a profike registered user therefore

would trust all random strangers equally to actlessnformation specified.

However, this is not the case, as we have founduimliterature review. Since
trust is always closely associated with a broadeodnit is difficult to say that

such a feature with little flexibility would leaa tuser satisfaction in relation to
expressing a diverse range of views on trust depgrah the context.

The author’s vision for the future of managing trusonline social networks is
the deployment of innovative trust management apgres such as a multi-
faceted model of trust that is personalisable gretialisable, where users can

express their opinions and understandings of amdtannotate trust accordingly.

Finally, it is the opinion of the author that mddej trust will remain one of the
most pressing issues in computer science, whickspegnificant challenges of
capturing the elusive notion of trust in computgstems, especially in the new
and relatively unstructured online social netwonkieonment. Trust mechanisms
that are able to cater diverse user needs in oslgwéal networking websites

require focused attention from computer scientists.
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APPENDICES

APPENDIX | — A Survey of Online Social Networks

The anonymously collected data sets for this sumay be found on the CD-ROM that
accompanies this thesis, in the folder named dh&urvey”.

Section 1. Introduction

Thank you for taking 3-5 minutes of your time targaete the following questionnaire.
In recent years, we have seen dramatic increasiniiie Social Networks (for examg
Bebo; MySpace; etc.) that offer users the freedmereéate theivery own profiles with tr
intention of socializing with friends; making comtiens; finding jobs; entertainment ¢
much more. This survey aims to research user apnid Online Social Networks (OS
from here after) and in particular current methafi<ontrolling access to user profil

The information you provide is greatly appreciat@ad completely confidential; d:
gathered will not be shared with third parties ahdll be destroyed iNovember 200
Click "Next" to get started with the sugy. If you'd like to leave the survey at any tinues|
click "Exit this survey". Your answers will be salve

If you have any questions in relation to this syrvplease do not hesitate to con

bofu@cs.tcd.ie

Section 2. Participant Background
Please select the option that best describes yauuss

1. Please tell us your age:
under 20
21-25
26-30
31-40
over 40
rather not say
2. Please specify your gender:
male
female
rather not say
3. Please tell us your standing in college:
undergraduate
postgraduate
staff
rather not say
4. Please tell us your technical background:

Studying for/have a degree in engineering/compatéence/information technolot
related field

Have interest and some knowledge in engineeringdoben science/informatic
technology related field

Have little knowledge in engineering/computer scamformation technology relat:
field
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5. Do you have any experience in using OSNs?
Yes, | am currently using OSNs
Yes, | have in the past, but | am no longer aatnth OSNs
No, | have never used OSNs

Section 3. Have Used OSNs In The Past - But No LogigActive
Please select ALL options that describe your opigio

6. Why have you stopped using OSNs?
Don't have time for them
Lost interest in them
Don't like having personal information on the lmietr
Not happy with their services
Other (please specify)

LLLI_

|

7. If you have chosen "not hapwith their services" in the above question, péesisecify
what features weren't you happy with:

R o

Section 4. Multi Choice Questions - People CurrentlUsing/Have Used OSNs
Please select ALL options that describe your opigio

8. Please select all OSNs you have had experieite w
Bebo
Classmates.com

Facebook

Flickr

Friendster

Hi5

LinkedIn

LiveJournal

MySpace

Orkut

Windows Live Spaces (formerly MSN Spaces)
XING

Yahoo! 360

YouTube

Other (please specify)
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9. Based on your experience, what features wouldiie to see in OSNSs that are not in
place at the moment?

To rate movies for example

To rate credibility of people/their opinions foraawrple

To rate reliability of people/information they gif@ example

To rate reputation of someone in specific situatifor example

To rate competency of someone for example

To find out the ratings others might have givenmebpinions for example

To find out the ratings others might have givesdmeone | know of for example
Other (please specify)

10. How did you become a member of the OSNs yowamently using or have used?
Joined voluntarily

Invited by friends
Peer pressure
Other (please specify)

11. Why do/did you use OSNs?
Socialise with people you know offline

Make new friends online
Educational purposes
Business oriented

Find jobs

Dating

Killing time

Peer pressure

Other (please specify)

LLLI_

|

Section 5. Single Choice Questions- People CurreptUsing/Have Used OSNs
Please select the option that best describes yatuss

12. Which OSN do/did you visit most often?
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Bebo
Classmates.com
Facebook

Flickr

Friendster

Hi5

LinkedIn

LiveJournal

MySpace

Orkut

Windows Live Spaces (formerly MSN Spaces)
XING

Yahoo! 360A°
YouTube

Other (please specify)

13. How often do/did you visit OSNs?
Every day

Several times a week
Several times a month
Hardly ever
14. Is/was your profile viewable to:
People directly linked with you
Only some of your directly linked friends
Other friends of your directly linked friends
Anyone

15. Among OSNs you are using/have used, are yopyhajth current ways of
controlling access to your profile/certain contaéntgour profile?

Yes
No
Don't care
16. If you have chosen "No" in the above questubease tell us what would you like to

do:
2
|

[
I i

Section 6. People Who Have Never Used OSNs
Please select ALL options that describe your opigio

17. If you have never used OSNSs, please tell us why
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Have never heard of OSNs

Not interested in using OSNs

Don't have time

Don't want to put personal things on the internet
Other (please specify)

18. If you were to use OSNs, what would be yousoea?
Socialise with people you know offline

Make new friends online
Educational purposes
Business oriented

Find jobs

Dating

Killing time

Peer pressure

Other (please specify)

Section 7. Opinions of Trust in Online Social Netwds - PART ONE
Please select the option that best describes yonioo.

19. Do you think you will continue using/start tseuOSNs in the future?

Yes

No
20. When using OSNSs, would you like to be ablesgtioysur profile viewable to:

Anyone

Only the trusted ones of my directly linked friends

All my directly linked friends

Any other friends of my directly linked friends

Doesn’t bother me whichever way
21. Do/would you consider people you have met ilN®8s your friends?

Yes, some of them

No, it is difficult to trust them

22. Do/would you trust your directly linked frienttsview all parts of your online
profile?

Yes, all these friends
Yes, but only some of these friends
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No
Don’t care

23. Do you think it is necessary that only cerfa@ople can view certain parts of your
profile?

Yes
No
Don’t care

24. Do/would you trust other friends of your ditgdinked friends to view your online
profile?

Yes, all of these other friends of my directly kakfriends

Yes, but only some of these other friends of mgaly linked friends
No

Don’t care

25. Do/would you trust random strangers to viewryanline profile?
Yes
No

Don’t care

Section 8. Opinions of Trust in Online Social Netwids - PART TWO

26. Would you feel comfortable that your ratingsactertain friend are visible to tt
particular person?

Yes
No
Don’t care

27. Would you feel comfortable that youatings of a certain friend are visible
others but NOT to this certain friend?

Yes
No
Don’t care

28. Would you like to see the ratings your friehdse given you in OSNs?
Yes

No
Don’t care

29. Would you like to see the ratings given to otfieends of your directly linke
friends whom you have not met?

Yes
No

Don’t care

30. Do you think controlling access to your prdtkstain content of your profile
necessary in OSNs?

Yes
No
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Don't care
31. Would you like to rate how much you trust yéignds?
Yes, that would be helpful
No, that is not necessary
Don't care
Undecided

32. If you could rate the following of a person @SNs, which one/onesrea most
important in your opinion?

Credibility
Honesty
Reliability
Reputation
Competency
Belief
Faith
Confidence
33. If you could rate your friends in OSNs, woutilybe bothered doing so?
Yes, | would
No, | wouldn't
Don’t care

Section 9. Follow-up Questionnaires

34. Would you be interested in taking part in fellap questionnaires of OSNs like this
one in the next two months?

Yes
No
35. If you have chosen “yes” in the above questibegse tell us your email address:

APPENDIX Il — Evaluation Questionnaire

Introduction

In most notable online social networks (OSNSs), sis&amn group their connected friends into
categories and grant specified access to theséfiddrcategories, however, users can not
differentiate various levels of trust among membefrshese categoriediniOSN takes a
flexible and personalisable approach, and allovessugrant access to their resources however
they desire and whomever they would like to basedraiings of credibility, reliability,
reputation, honesty, competency, belief, faith andfidence trust attributes of a connected
friend.

In this questionnaire, we aim to find out does thtng feature implemented MiniOSN
satisfy user expectations in relation to persomagigrust.

Part One — General information
1. Do you know what services the likesBébo/MySpace/Facebopkovide?
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2. Do you trust all your connected friends equally?

3. Do you feel the need to define various trust leea®ng connected friends since some of
them are simply people whom you do not dislike?

4. Have you encountered situations, or could you imagiituations where you wish you
could have had a way to decide whomever to seeawbatesources in your profile whenever
you want them to depending on the situation?

Part Two — Evaluation of the Scenarios
5. In the given scenarios, do you feel that you carass trust asymmetrically MiniOSN?

6. Inthe given scenarios, do you feel that you cagress trust transitively iNliniOSN?

7. In the given scenarios, do you feel that you camress your personalised view of trust
subjectively?

8. In the given scenarios, do you feel that you cdfemintiate trusting a person and a
person’s actions iMiniOSN?

Part Three — About MiniOSN
9. Do you feel the rating feature is inhumandimiOSN?

10. Are the eight trust attributes: credibility, relitdy, reputation, competency, honesty,
faith, belief and confidence confusing?

11. Which of these trust attribute(s) is/are uncleaydo?
12. Is it easy for you to quantify the eight trust iattites?

13. In MiniOSN you can express various degrees of trust amongented friends, do you
find this feature helpful in terms of gaining calitover resources in your profile?

14. If answered “no” in the above question, what areryeasons?
15. Any suggestions in relation to expressing trugfliniOSN

16. Other comments:
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